Cybersecurity Measures (1D 544)

Cac bién phap an ninh mang (1D 544)

Nuwé6c néu Phién hop Uy ban Thang 11/2023 Tiéng Viét San pham
guan ngai
Nhat Ban The representative of Japan provided the | Pai dién Nhat Ban dua ra tuyén bo nhu sau: | An ninh mang, thict

following statement. Japan continues to request
that the security assurance obligations for
devices and systems stipulated by the
Cybersecurity Law and Decree
N0.53/2022/ND-CP (hereinafter "Decree 53")
be implemented in compliance with the TBT
Agreement. At the previous meeting, Viet Nam
mentioned that subsidiaries established by
foreign companies need to store data and
establish branches or representative offices in
Viet Nam only if the services provided by the
companies are used to commit acts that violate
the Law on Cybersecurity and they have
refused or failed to comply with an order from
the Department of Cybersecurity and Counter
High-Tech Crime of the Ministry of Public
Security of Viet Nam. However, as of the
moment, Japan is unable to confirm that the
above exemption is stipulated in Article 25 of
the Degree related to the Cybersecurity Law
and Article 26 of Decree 53, which respectively
stipulate obligations to store data and establish
branches in Viet Nam. Japan kindly requests
Viet Nam to provide explanation for the articles
which provide the exemption. In addition, even

Nhat Ban tiép tuc dé nghi viéc thuc hién
cac nghia vu bao dam an ninh di véi thiét
bi va hé théng theo quy dinh cta Luat An
ninh mang va Nghi dinh sé 53/2022/Nb-
CP ("Nghi dinh 53") can phtl hop véi Hiép
dinh TBT. Tai cugc hop truéc, Viét Nam
c6 dé cap rang cac cong ty con dugc thanh
lap bai doanh nghiép nuéc ngodi chi can
luu trir dir liéu va thanh 1ap chi nhanh hoac
van phong dai dién tai Viét Nam trong
trrong hop dich vu do cac doanh nghiép
nay cung cap bi stir dung dé thuc hién hanh
vi vi pham Luat An ninh mang, va ho da tur
chéi hozc khong thuc hién theo yéu cau caa
Cuc An ninh mang va Phong chéng toi
pham st dung cdng nghé cao thuoc Bo
Cong an Viét Nam. Tuy nhién, cho dén thoi
diém hién tai, Nhat Ban chua thé xac nhan
rang quy dinh mién trir néu trén duoc quy
dinh tai Biéu 25 cua Luat An ninh mang va
Diéu 26 ciia Nghi dinh 53, 1a hai diéu khoan
quy dinh nghia vu luu trir dit liéu va thanh
Iap chi nhanh tai Viét Nam. Nhat Ban Kinh
dé nghi Viét Nam cung cap giai thich rd
rang vé cac diéu khoan quy dinh néi dung

bi, hé thdng




if the exemption is stipulated in any articles,
Japan understands that the Cybersecurity Law
and Decree 53 impose the obligation on
domestic enterprises to store data in Viet Nam.
If the domestic enterprises include foreign
enterprises' subsidiaries established in Viet
Nam under Vietnamese laws, such subsidiaries
would have the obligation to store data in Viet
Nam, even though their parent enterprises are
foreign enterprises. In general, foreign
enterprises collect and manage data in an
integrated manner outside Viet Nam. These
foreign enterprises are more likely to incur
burdens such as additional investment costs and
to be placed in de facto unfavourable
competitive conditions compared to domestic
enterprises that collect and manage data in Viet
Nam. As the concerns Japan has raised remain
unsolved, Japan would like to request feedback
from the competent authority.

mién trir noGi trén. Ngoai ra, ngay ca trong
truong hop c6 quy dinh mién trir tai mot s6
diéu khoan, Nhat Ban hiéu rang Luat An
ninh mang va Nghi dinh 53 van quy dinh
nghia vu luu trir dir liéu tai Viét Nam d6i
vé6i doanh nghiép trong nudc. Néu "doanh
nghiép trong nudc" bao gébm ca céc cong ty
con cua doanh nghiép nudc ngoai duogc
thanh lap tai Viét Nam theo phap luat Viét
Nam, thi cac cong ty con ndy van c6 nghia
vu luu trir dr liéu tai Viét Nam, mac du
cong ty me la doanh nghiép nudc ngoai.
Trén thyc té, cac doanh nghiép nuéc ngoai
thuong thu thap va quan ly dir liéu theo md
hinh tich hop tai nudc ngoai. Diéu nay co
thé dan dén viéc cac doanh nghiép dé phai
chiu thém géanh ning vé chi phi dau tu, va
bi dat vao vi thé canh tranh bat lgi trén thuc
té so vai cac doanh nghiép trong nudc thuc
hién thu thap va quan ly di liéu ngay tai
Viét Nam. Vi cac quan ngai da dugc Nhat
Ban néu ra vin chwa duoc giai quyét, Nhat
Ban dé nghi phia co quan c6 tham quyén
cua Viét Nam phan hdi chinh thuc.

Viét Nam

In response, the representative of Viet Nam
provided the following statement. Viet Nam
appreciates the continued interest of Japan in
Viet Nam's cybersecurity measures. All the
comments are acknowledged however the
official response has not yet been finalized.
Viet Nam would like to propose Japan to allow
more time for us to discuss internally and to

Dai dién Viét Nam di dua ra tuyén bd nhu
sau: Viét Nam danh gia cao sy quan tam
lién tuc cia Nhat Ban ddi vai cac bién phap
an ninh mang cua Viét Nam. T4t ca cac y
kién gop ¥ da dugc ghi nhan, tuy nhién
phan hdi chinh thirc hién van dang trong
qua trinh hoan thién. Viét Nam xin dé xuat
phia Nhat Ban cho phép thém thoi gian dé




provide further feedback in the next TBT
Committee.

tiép tuc thao luan noi bo va s& cung cap
phan hdi chi tiét hon tai ky hop tiép theo
cua Uy ban TBT.

Phién

Phién hep Uy ban Thang 6/2023

Tiéng Viét

Nhat Ban

The representative of Japan provided the
following statement. Japan continues to request
that the security assurance obligations for
devices and systems stipulated by the
Cybersecurity Law and Decree
N0.53/2022/ND-CP (hereinafter "Decree 53")
be implemented in compliance with the TBT
Agreement. We understand that the
Cybersecurity Law and Decree 53 impose the
obligation on domestic enterprises to store data
in Viet Nam without conditions, different from
an obligation on foreign enterprises in this
regard. If the domestic enterprises include
foreign enterprises' subsidiaries established in
Viet Nam under Vietnamese laws, such
subsidiaries would have the obligation to store
data in Viet Nam, even though their parent
enterprises are foreign enterprises. In general,
foreign enterprises collect and manage data in
an integrated manner outside Viet Nam. These
foreign enterprises are more likely to incur
burdens such as additional investment costs and
to be placed in de facto unfavourable
competitive conditions compared to domestic
enterprises that collect and manage data in Viet
Nam. At the previous meeting, Viet Nam
mentioned "We take note of the comments and

Dai dién Nhat Ban d3 dwa ra tuyén bd nhu
sau: Nhat Ban tiép tuc dé nghi rang cac
nghia vu bao dam an ninh déi véi thiét bi
va hé thdng dugc quy dinh trong Luat An
ninh mang va Nghi dinh sé 53/2022/ND-
CP (sau day goi 1a “Nghi dinh 53”) can
dugc thuc hién phu hop véi Hiép dinh
TBT. Ching t6i hiéu rang Luat An ninh
mang va Nghi dinh 53 quy dinh nghia vu
luu trir dit liéu tai Viét Nam di véi doanh
nghiép trong nudc ma khong kém theo diéu
kién, va quy dinh nay khac véi nghia vu ap
dung cho doanh nghiép nudc ngoai. Néu
"doanh nghiép trong nuéc" bao gdom ca cac
cbng ty con cua doanh nghiép nuéc ngoai
duoc thanh lap tai Viét Nam theo phap luat
Viét Nam, thi cac cong ty con nay ciing sé
c6 nghia vu luu trir dir liéu tai Viét Nam,
mac du céng ty me la doanh nghiép nudc
ngoai. Trén thyc té, cac doanh nghiép nuéc
ngoai thuong thu thap va quan ly dir liéu
theo mé hinh tich hop tai nudc ngoai. Piéu
nay dan dén kha ning cac doanh nghiép nay
phai ganh chiu cac chi phi dau tu bd sung
va roi vao tinh trang canh tranh bat loi trén
thuc té so véi cac doanh nghiép trong nudc
quan ly dir liéu tryc tiép tai Viét Nam. Tai




will convey to the competent authority in
capital for consideration and further feedback."
Japan would like to request feedback from the
competent authority.

cudc hop trude, phia Viét Nam da phat biéu
rang: “Ching t6i ghi nhan céc y kién va s&
chuyén t6i co quan c6 thim quyén trong
nudc dé xem xét va phan hdi thém.” Nhat
Ban tran trong dé nghi Viét Nam cung cap
phan hdi chinh thuc tir co quan c6 tham
quyén lién quan.

Viét Nam

In response, the representative of Viet Nam
provided the following statement. Viet Nam
would like to thank Japan again for its concern
on this measure of Viet Nam. According to the
Enterprise Law 2020 of Viet Nam, a domestic
enterprise is an enterprise established or
registered for establishment in accordance with
Vietnamese laws and regulations and has its
headquarters in Viet Nam, which needs to store
data when the Decree takes effect. Domestic
enterprises must also have the responsibility to
coordinate with regulatory agencies in
preventing, investigating, and handling acts of
violating the law on Cyber Security like foreign
enterprises. The subsidiaries established by
foreign companies need to store data and
establish branches or representative offices in
Viet Nam only if the services provided by the
companies are used to commit acts that violate
the Law on Cyber Security and have been
reported by the Department of Cybersecurity
and Counter High-Tech Crime of the Ministry
of Public Security of Viet Nam and requested
in writing to coordinate, prevent, investigate
and deal with, but fail to comply or fully

Viét Nam xin cam on Nhat Ban mot 1an nita
vi d3 quan tam dén bién phap nay cua Viét
Nam. Theo Luat Doanh nghiép nam 2020
cua Viét Nam, doanh nghiép trong nudéc la
doanh nghiép dugc thanh lap hoac dang ky
thanh lap theo quy dinh phép luat cua Viét
Nam va cé tru s¢ chinh tai Viét Nam, va
cac doanh nghiép nay phai thuc hién nghia
vu Iuu trir dir liéu khi Nghi dinh c6 hiéu luc.
Doanh nghi¢p trong nudc ciing c6 trach
nhiém phdi hop Véi cac co quan quan ly
trong viéc phong ngtra, diéu tra va xu Iy cac
hanh vi vi pham phap luat vé an ninh mang,
tuong ty nhu doanh nghiép nudc ngoai.
Cac cong ty con duoc thanh lap tai Viét
Nam bdi cac doanh nghiép nudc ngoai chi
can luu trir dit liéu va thanh Iap chi nhanh
hodc van phong dai dién tai Viét Nam trong
truong hop dich vu do céac cong ty nay cung
cap bi sir dung dé thuc hién hanh vi vi pham
Luat An ninh mang, va da bi Cuc An ninh
mang va phong, chéng toi pham st dung
cong nghé cao thuoc Bo Cong an Viét Nam
phét hién, c6 vin ban yéu cau phdi hop dé
phong ngira, diéu tra va xir Iy, nhung khong




comply, or prevent, hinder, disable or override
cyber security protection measures taken by
specialized cyber security forces. We would
like to reiterate that Viet Nam's Law on
Cybersecurity and Decree No. 53/2022/ND-CP
grant companies the right to decide on this issue
and not impede the flow of data or impose an
additional burden if enterprises comply with
the Law and Decree.

tuan thu hodc khong tuan thu day du, hoac
can tro, vo hiéu hoa, lam gian doan cac bién
phap bao vé an ninh mang do luc luong
chuyén trach thuc hién. Ching tdi xin nhan
manh rang Luat An ninh mang va Nghi
dinh s6 53/2022/NB-CP cua Viét Nam trao
quyén chu dong cho doanh nghiép trong
viéc quyét dinh van dé nay, va khdng can
tré dong chay di liéu hoac dat ra ganh nang
bd sung nao, néu doanh nghiép tuan thu cac
quy dinh cua Luat va Nghi dinh.

Phién

Phién hep Uy ban Thang 3/2023

Tiéng Viét

Nhat Ban

The representative of Japan provided the
following statement. Japan requests that the
security assurance obligations for devices and
systems stipulated by Cybersecurity Law and
Decree  N0.53/2022/ND-CP  (hereinafter
"Decree 53") be implemented in compliance
with the TBT Agreement. We understand that
at the previous Committee meeting, Viet Nam
stated that the obligation to store data and to
establish branches or representative offices in
Viet Nam, as stipulated by the Cybersecurity
Law and Decree 53, are imposed on "foreign
enterprises” only if the services provided by
"foreign enterprises” are used for an activity
that is in violation of the Cybersecurity Law.
However, Decree 53 imposes on "domestic
enterprises” the obligation to store data in Viet
Nam without such limitation. Therefore, it is
undeniable under Decree 53 that Vietnamese

Pai dién Nhat Ban d3 dwa ra tuyén bd nhu
sau: Nhat Ban dé nghi rang cac nghia vu
bao dam an ninh déi véi thiét bi va hé
thdng, duoc quy dinh trong Luat An ninh
mang va Nghi dinh sé 53/2022/ND-CP
(sau day goi 1a “Nghi dinh 53”), cAn duoc
thuc hién phu hop véi Hiép dinh TBT.
Chung tdi hiéu rang, tai cudc hop truéc cua
Uy ban, phia Viét Nam da phat biéu rang
nghia vu luu trir dir liéu va thanh lap chi
nhanh hodc van phong dai dién tai Viét
Nam — nhu quy dinh trong Luat An ninh
mang va Nghi dinh 53 — chi 4p dung dbi véi
“doanh nghiép nudc ngoai” trong truong
hop dich vu cta doanh nghiép d6 bi sir
dung dé thuc hién hanh vi vi pham Luat An
ninh mang. Tuy nhién, Nghi dinh 53 lai quy
dinh rang “doanh nghiép trong nudc” cé
nghia vu luu trir dir liéu tai Viét Nam ma




subsidiaries  established by  "foreign
enterprises” under Vietnamese laws have the
potential to fall under the category of "domestic
enterprises.” This does not result in reducing
the burden on "foreign enterprises” that own
"domestic enterprises™ in Viet Nam, even if the
obligation to store data in Viet Nam for
"foreign enterprises™ is limited, as Viet Nam
pointed out at the last Committee meeting.

Presumably, Vietnamese subsidiaries whose
parent companies are headquartered outside of
Viet Nam, in general, collect and manage data
in an integrated manner outside of Viet Nam.
These subsidiaries are more likely to incur
additional investment costs and other burdens
and to be placed in de facto unfavourable
competitive conditions compared to enterprises
that collect and manage data in Viet Nam.
Japanese industry has concerns based on the
premise that their Vietnamese subsidiaries
established by "foreign enterprises” under
Vietnamese laws could be recognized as
"domestic enterprises." In consideration of
their concerns, Japan would like to request that
Viet Nam take appropriate measures to address
them.

khéng c6 giéi han diéu kién twong ty. Do
d6, khéng thé phu nhan riang theo Nghi
dinh 53, cac cong ty con tai Viét Nam do
“doanh nghiép nudc ngoai” thanh 1ap theo
phap luat Viét Nam c6 kha nang bi coi la
“doanh nghiép trong nudc”. Trong truong
hop nhu vay, nghia vu ctia “doanh nghiép
nudc ngodi” co thé bi coi 1a da dugc giam
nhe, nhu phia Viét Nam da néu tai cugc hop
trudc, nhung diéu nay trén thuc té khéng
lam giam ganh nang cho céac “doanh nghiép
nudc ngoai” s¢ hitu “doanh nghiép trong
nudc” tai Viét Nam. Théng thuong, cac
cdng ty con tai Viét Nam cé céng ty me dat
tru SO & nudc NGoai sé tién hanh thu thap va
quan ly dir liéu theo phuong thirc tich hop
tai nudc ngoai. Nhiing cong ty con nhu vay
c6 kha niang cao phai chiu chi phi dau tu bd
sung va cac ganh nang khéc, dong thoi roi
vao tinh trang canh tranh bt loi trén thuc
té so vai cac doanh nghiép thu thap va quan
ly dit liéu trong lanh tho Viét Nam. Nganh
cbng nghiép Nhat Ban dang bay to quan
ngai, dua trén co sd rang cac cong ty con
cua ho dugc thanh lap tai Viét Nam theo
phap luat Viét Nam boi “doanh nghiép
nudc ngoai” ¢6 thé bi phan loai 1a “doanh
nghiép trong nudc”. Do d6, dé phan anh
nhitng quan ngai noi trén, Nhat Ban kinh dé
nghi Viét Nam ap dung cac bién phap phu
hop dé xu ly van dé nay.




Viét Nam

In response, the representative of Viet Nam
provided the following statement. Viet Nam
would like to thank Japan for its continued
interest in our measure. We take note of the
comments and will convey to the competent
authority in capital for consideration and
further feedback.

Dbai dién Viét Nam xin cam on Nhat Ban da
luén quan tdm dén bién phap caa Viét Nam.
Viét Nam ghi nhan cac y kién gop y vase
chuyén dén co quan co tham quyen tal
trong nudc dé xem xét va cé phan hoi tiép
theo.

Phién

Phién hop Uy ban Thang 11/2022

Tiéng Viét

Nhat Ban

The representative of Japan provided the
following statement. Japan has concerns about
the Cybersecurity Law, stipulating unclear
standards and requirements for security
assurance obligations of devices and systems,
which may impose an undue burden on
business enterprises. If it is found to be more
trade restrictive than necessary to achieve
legitimate objectives, it may violate the TBT
Agreement. In regard to this point, Japan has
submitted comments on this law, which was
enforced in January 2019. We are aware that
the Decree N0.53/2022/ND-CP ("Decree 53")
has been in effect since this October. Decree 53
imposes the obligation to store data within Viet
Nam on not only domestic enterprises but also
foreign enterprises providing online services to
users in Viet Nam. Moreover, this Decree
obliges such foreign enterprises to establish a
branch or representative office in Viet Nam.
We are concerned that there is a high possibility
that foreign enterprises will be put at a de facto
competitive  disadvantage compared to

Dai dién Nhat Ban d3 dwa ra tuyén bd nhu
sau: Nhat Ban bay t6 quan ngai vé Luat An
ninh mang, trong d6 quy dinh cac tiéu
chuan va yéu cau chua 1 rang dbi Vi
nghia vu bao ¢am an ninh cua thiét bi va hé
thng, c6 thé tao ra ganh niang khong can
thiét cho cac doanh nghiép. Néu cac quy
dinh nay bi danh gia 1a mang tinh han ché
thwong mai nhiéu hon muc can thiét dé dat
dugc c4c muc tiéu chinh dang, thi c6 thé vi
pham Hiép dinh TBT. Vé van dé nay, Nhat
Ban di giri y kién d6i véi Luat An ninh
mang, cO hiéu luc tir thang 1 nam 2019.
Chung t0i ciing biét rang Nghi dinh s6
53/2022/ND-CP (“Nghi dinh 53”) da c6
hiéu luc tir thang 10 nam nay. Nghi dinh 53
quy dinh nghia vu luu trir dir liéu tai Viét
Nam khéng chi dbi vai doanh nghiép trong
nudc ma con ca doi voi cac doanh nghiép
nudc ngoai cung cap dich vu tryc tuyén cho
nguoi dung tai Viét Nam. Ngoai ra, Nghi
dinh nay con yéu cau cac doanh nghiép




domestic enterprises, since foreign enterprises
are likely to incur an additional burden related
to the installation of servers to store data within
Viet Nam and the establishment of branch
offices, which Decree 53 requires. Japan would
like to request that Viet Nam take appropriate
measures to address these concerns, taking into
consideration the voices of the industries. In
addition, the period from the promulgation of
this Decree to its enforcement was quite short
(approximately six weeks), and it is difficult to
say that foreign enterprises have had sufficient
time to prepare to comply with Decree 53.
From a business perspective, predictability and
transparency of laws and regulations including
Decree 53 are very important, and from the
perspective of aiming to improve the
investment environment, Japan would like to
request that Viet Nam implement laws and
regulations appropriately, without hindering
business.

nudc ngoai phai thanh Iap chi nhanh hoac
van phong dai dién tai Viét Nam. Nhat Ban
lo ngai rang cac doanh nghiép nuéc ngoai
c6 kha ning cao sé& roi vao thé bat lgi vé
canh tranh so vai cac doanh nghiép trong
nuée, do phai ganh thém chi phi lap dat
may chu luu trir dit liéu tai Viét Nam va chi
phi thanh lap van phong dai dién — nhirng
yéu cau dugc quy dinh trong Nghi dinh 53.
Nhat Ban dé nghi Viét Nam thuc hién cac
bién phap phu hop dé giai quyét cac quan
ngai ndy, d6ng thoi can nhac y kién tir cong
dong doanh nghiép. Bén canh d6, khoang
thosi gian tir khi ban hanh dén khi Nghi dinh
c6 hiéu luc 1a kha ngan (khoang sau tuan),
do d6 kho c6 thé ndi rang cac doanh nghiép
nudc ngoai da c6 du thoi gian dé chuan bj
tuan tha Nghi dinh 53. Tt goc d6 kinh
doanh, tinh du doan va minh bach cua hé
thdng phap luat, bao gom ca Nghi dinh 53,
la rit quan trong. V&i muc tiéu cai thién
moi trudng dau tu, Nhat Ban dé nghi Viét
Nam thuc thi phap luat mot cach phu hop,
tranh gdy can tro6 cho hoat dong kinh
doanh.

Viét Nam

In response, the representative of Viet Nam
provided the following statement. Viet Nam's
Law on Cybersecurity provides obligations to
ensure the security of equipment and systems
that apply only to information systems
important to national security in Viet Nam and
not to the system of enterprises, so it does not

Dap lai, dai dién Viét Nam da dua ra tuyén
bé nhu sau: Ludt An ninh mang cua Viét
Nam quy dinh cac nghia vu bao dam an
ninh ddi véi thiét bi va hé thdng chi ap dung
d6i véi cac hé thong thdng tin quan trong
dbi voi an ninh qubc gia tai Viét Nam, ch
khong &p dung di vai hé thong cua doanh




impose burdens on enterprises. According to
Article 26 of Decree no. 53/2022/ ND-CP,
which details a number of articles of the Law
on Cybersecurity, foreign companies may store
data and establish branches or representative
offices in Viet Nam only if the services
provided by the companies are used to commit
acts that violate the Law on Network Security
and have been reported by the Department of
Cybersecurity and  High-Tech  Crime
Prevention and Control of the Ministry of
Public Security and requested in writing to
coordinate, prevent, investigate and deal with,
but fail to comply or fully comply, or prevent,
hinder, disable or override network security
protection measures taken by specialized
network security forces. This regulation
granted companies the right to decide on this
issue. Viet Nam believes that the provisions of
the Law on Cybersecurity and Decree No. 53
do not impede the flow of data and do not
impose an additional burden if enterprises
comply with Viet Nam's cybersecurity laws.

nghiép, do d6 khong gay ganh nang cho
doanh nghiép. Theo Diéu 26 cia Nghj dinh
s6 53/2022/ND-CP — quy dinh chi tiét mot
s6 diéu cua Luat An ninh mang — doanh
nghiép nudc ngoai chi phai luu trit dir liéu
va thanh lap chi nhanh hoac van phong dai
di¢n tai Viét Nam trong truong hop dich vy
do doanh nghiép d6 cung cap bi st dung dé
thuc hién hanh vi vi pham Luat An ninh
mang, da bi Cuc An ninh mang va Phong
chdng toi pham sir dung cong nghé cao (Bo
Cong an) phat hién, yéu cau phéi hop bang
vian ban dé phong ngira, diéu tra, xir ly ma
doanh nghiép khong tuan thu hoac khéng
tuan thu day du, hoac c6 hanh vi can tré, vo
hiéu hdéa cac bién phap bao vé an ninh
mang do luc luwong chuyén trach thuc hién.
Quy dinh nay cho phép doanh nghiép co
quyén cha dong quyét dinh dbi véi van dé
nay. Viét Nam cho riang cac quy dinh tai
Luat An ninh mang va Nghi dinh 53 khong
can tro dong chay di liéu va khéng gay
thém ganh nang néu doanh nghiép tun thi
phap luat vé an ninh mang caa Viét Nam.

Phién

Phién hop Uy ban Thang 6/2021

Tiéng Viét

Hoa Ky

The representative of the United States
provided the following statement. The United
States remains concerned about Viet Nam's
proposed data localization measures in its draft
cybersecurity decree. We look forward to Viet
Nam amending this draft measure in a

Pai dién Hoa Ky di dua ra tuyén bd nhu
sau: Hoa Ky tiép tuc bay to quan ngai vé
cac bién phap yéu cau luu trir dir liéu noi
dia dugc dé xuat trong du thao nghi dinh vé
an ninh mang cua Viét Nam. Chang toi
mong mudn Viét Nam s& sira doi dy thao




transparent manner to address concerns that we
and other Members have raised in order to
ensure the Cybersecurity Law is implemented
in the least trade-restrictive manner possible.
Does Viet Nam have any updates to share with
us on the status of the draft decree.

nay mot cach minh bach nham giai quyét
nhitng quan ngai ma chdng téi va céac
Thanh vién khac di néu, dé bao dam rang
Luat An ninh mang duoc thyc thi theo cach
it gay can tro thurong mai nhit c6 thé. Viét
Nam c6 thé cap nhat cho ching t6i vé tinh
trang hién tai cta du thao nghi dinh nay hay
khong?

Canada

The representative of Canada provided the
following statement. Canada would like to
support the points raised by other delegations
related to Viet Nam's cybersecurity measures.

Pai dién Canada d3 dua ra tuyén bd nhu
sau: Canada xin bay t6 sy ang ho ddi véi
cac y kién cua cac doan khac lién quan dén
cac bién phap an ninh mang cua Viét Nam.

The representative of Australia provided the
following statement. Australia would like to
register its ongoing interest in this matter and
also refer to our previous statements.

Pai dién Uc da dua ra tuyén bd nhu sau: Uc
xin bay té sy quan tam lién tuc ddi véi van
dé nay va xin dan chiéu dén cac tuyén bd
trude day cua ching toi.

Lién mjnh
chau Au

The representative of the European Union
provided the following statement. The
European Union shares the Member's concerns
on the Vietnamese Cyber Security law as
regards its potential economic impact and its
compatibility with Viet Nam's commitments
under the WTO. The European Union would
like to have updated information on the
adoption of Implementing Decree on
Cybersecurity and invites Viet Nam to
seriously consider EU concerns and continue
the dialogue to ensure alignment to
international best practices. We would also
appreciate information on any other draft
implementing measures and on whether

Pai dién Lién minh chau Au (EU) da dua
ra tuyén bé nhu sau: Lién minh chdu Au
chia sé cac quan ngai cta cac Thanh vién
vé Luat An ninh mang cua Viét Nam, lién
quan dén nhiing tac dong kinh té tiém an
cling nhu tinh tuong thich cua luat nay vai
cac cam két cua Viét Nam trong khuon kho
WTO. Lién minh chau Au mong mudn
duoc cap nhat thdng tin vé viéc ban hanh
Nghi dinh quy dinh chi tiét thi hanh Luat
An ninh mang, dong thoi d& nghi Viét Nam
nghiém tdc xem xét cac quan ngai cua EU
va tiép tuc déi thoai dé bao dam su phil hop
Vi cac thong Ié qudc té tét nhat. Ching toi
cling mong nhan duoc théng tin vé bat ky




comments from interested parties, including
industry and stakeholders, are considered. The
European Union kindly requests that Viet Nam
notifies the Cyber Security law, the draft
Implementing Decree and any other planned
implementing measures to the TBT Committee,
in accordance with Article 2.9 of the TBT
Agreement and that it gives sufficient time for
comments. The European Union encourages
Viet Nam to develop and implement Cyber
Security measures in full respect of WTO
principles, such as non-discrimination and
proportionality and to take into consideration
available international standards and practices.

bién phép thuc thi nao khac dang dugc du
thao va viéc liéu cac y kién dong gop tir cac
bén lién quan, bao gdm doanh nghiép va
cac bén hiru quan, c6 dugc xem xét hay
khong. Lién minh chau Au tran trong dé
nghi Viét Nam thong béo Luat An ninh
mang, du thao Nghi dinh thi hanh va bat ky
bién phép thuc thi nao khac du kién ap
dung toi Uy ban TBT, pht hop véi Biéu 2.9
cua Hi¢p dinh TBT, va danh du thoi gian
dé cac bén c6 thé gop y. Lién minh chau Au
khuyén khich Viét Nam xay dung va thuc
thi cac bién phap an ninh mang phu hop day
du véi cac nguyén tic caa WTO, nhu
nguyén tic khong phan biét dbi xtr va tinh
tuong xtng, dong thoi can nhic dén cac
tiéu chuan va thong 18 qudc té hién co.

Viét Nam

In response, the representative of Viet Nam
provided the following statement. We would
like to reiterate that the Law on Cybersecurity
and the draft Decree for implementing certain
articles of this Cybersecurity Law have not
regulated technical requirements with regard to
information technology products or equipment.
Our process has been transparent with an open
mind. All stakeholders' comments have been
fully taken into consideration. The draft Decree
for implementing certain articles of this
Cybersecurity Law has been submitted to the
Prime Minister and will be issued soon.

Dap lai, dai dién Viét Nam da dua ra tuyén
bé nhu sau: Ching toi xin nhan manh lai
rang Luat An ninh mang va du thao Nghi
dinh quy dinh chi tiét mot sé diéu cua Luat
An ninh mang khong quy dinh céc yéu cau
ky thuat doi véi san pham hoic thiét bi
cbng nghé théng tin. Quéa trinh xay dung
van ban phap luat nay da dugc thuc hién
mat cach minh bach va cau thi. Céc y kién
dong gop tir tat ca cac bén lién quan da
dugc xem xét day du. Dy thao Nghi dinh
quy dinh chi tiét mot sé diéu cua Luat An
ninh mang hién da dugc trinh Tha tudng
Chinh phu va sé dugc ban hanh trong thoi
gian toi.




Phién

Phién hep Uy ban Thang 2/2021

Tiéng Viét

Hoa Ky

The representative of the United States
provided the following statement. The United
States remains concerned about Viet Nam's
proposed data localization measures in its draft
cybersecurity decree. We look forward to Viet
Nam amending this draft measure in a
transparent manner to address concerns that we
and other WTO Members have raised, in order
to ensure that the Cybersecurity Law is
implemented in the least trade-restrictive
manner possible. Does Vietham have any
updates to share on the status of the draft
decree?

Dai dién Hoa Ky di dua ra tuyén bd nhu
sau: Hoa Ky tiép tuc bay té quan ngai vé
cac bién phap yéu cau luu trir dit liéu noi
dia duoc dé xuat trong du thao Nghi dinh
vé an ninh mang cuaa Viét Nam. Chang t6i
mong muédn Viét Nam s& sira doi du thao
nay mot cach minh bach nham giai quyét
nhitng quan ngai ma chdng tdi va cac
Thanh vién WTO khéc di néu, dé bao dam
rang Luat An ninh mang duoc thuc thi theo
cach it gay can tré thuwong mai nhat c6 thé.
Viét Nam c6 cap nhat nao vé tinh trang hién
tai caa du thao Nghi dinh nay khéng?

The representative of Australia provided the
following statement. We share other Members'
concerns with a number of concepts in Viet
Nam's Cybersecurity Law. Australia and other
Members have provided feedback on Viet
Nam's draft decree implementing the new law,
noting our interest in seeing a law that:
maintains Viet Nam's entrepreneurialism and
embrace of digital platforms; supports
increased participation in global e-commerce;
and enhances the business environment in Viet
Nam, including by being transparent, clear and
compliant with international trade
commitments and regional trade agreements.
We share the view that safeguarding
cybersecurity is a legitimate policy objective of
governments. But we continue to question

Pai dién Uc di dua ra tuyén bd nhu sau:
Chung t6i chia sé ca&c quan ngai cua Ccac
Thanh vién khac vé mot s6 khai niém trong
Luat An ninh mang cua Viét Nam. Uc va
cac Thanh vién khac da giri y kién di véi
du thao Nghi dinh cua Viét Nam nham trién
khai luat méi nay, déng thoi bay té mong
muén rang luat s&: duy tri tinh than khoi
nghiép va sy d6n nhan cac nén tang sb cua
Viét Nam; hd tro thuc day su tham gia vao
thuong mai dién tir toan cau; va cai thién
moi truong kinh doanh tai Viét Nam, trong
d6 bao gdm viéc bao dam tinh minh bach,
rd rang va phu hop véi cac cam két thuong
mai qudc té ciing nhu cac hiép dinh thuong
mai khu vuc. Chlng t6i chia sé¢ quan diém
rang viéc bao vé an ninh mang 1a mot muc




whether requirements in the law and draft
implementing decree are necessary to meet
Viet Nam's cybersecurity objectives. The
current laws do not represent the least trade-
restrictive manner to achieve those objectives.
This may affect Viet Nam's reputation as an
open economy and impact its ability to benefit
from the digital economy and Industry 4.0. We
look forward to continuing to work with Viet
Nam on the implementation of the Cyber
Security Law and thank Viet Nam for its
engagement on this matter.

tiéu chinh sach hop phap cua cac chinh
phu. Tuy nhién, ching tdi tiép tuc dat cau
hoi vé viéc liéu cac yéu cau trong luat va
du thao nghi dinh c6 thuc sy can thiét dé
dat dugc cac muc tiéu an ninh mang cua
Viét Nam hay khong. Cac quy dinh hién
hanh chua thé hién 1a bién phap it gay can
trg thuong mai nhat dé dat dwgc cac muc
tiéu d6. Piéu nay c6 thé anh hudong dén uy
tin cua Viét Nam véi tu cach 1a mot nén
kinh té mé va tac dong dén kha nang tan
dung cac co hdi tir nén kinh té s va Céach
mang cong nghiép 4.0. Ching tdéi mong
mudn tiép tuc hop tac véi Viét Nam trong
qué trinh trién khai Luat An ninh mang va
cam on Viét Nam vi da tich cuc tham gia
thao luan vé van dé nay.

Lién mjnh
chau Au

The representative of the European Union
provided the following statement. The
European Union shares the Member's concerns
on the Vietnamese Cybersecurity law as
regards its potential economic impact and its
compatibility with Viet Nam's commitments
under the WTO. The European Union would
like to have information on whether Viet Nam
has adopted the Implementing Decree on
Cybersecurity and invites Viet Nam to
seriously consider EU concerns and continue
the dialogue to ensure alignment to
international best practices. We would also
appreciate information on any other draft
implementing measures and on whether

Pai dién Lién minh chiu Au di dua ra
tuyén bd nhu sau: Lién minh chau Au chia
sé cac quan ngai cia cac Thanh vién vé
Luat An ninh mang cta ViétNam, lién
quan dén tac dong kinh té tiém an va tinh
tuong thich cua luat ndy vai cac cam két
cua Viét Nam trong khuon khé WTO. Lién
minh chdu Au mong mudn dugc biét lidu
Viét Nam da ban hanh Nghi dinh quy dinh
chi tiét thi hanh Luat An ninh mang hay
chua, ddng thoi d& nghi Viét Nam nghiém
tc xem Xét cac quan ngai caa EU va tiép
tuc di thoai dé bao dam phu hop vai cac
thong 1¢ qudc té tot nhit. Ching toi ciing
mong nhan dugc thdng tin vé bat ky bién




comments from interested parties, including
industry and stakeholders, are considered. The
European Union kindly requests that Viet Nam
notifies the Cybersecurity Law, the draft
Implementing Decree and any other planned
implementing measures to the TBT Committee,
in accordance with Article 2.9 of the TBT
Agreement. The European Union encourages
Viet Nam to develop and implement
Cybersecurity measures in full respect of WTO
principles, such as non-discrimination and
proportionality and to take into consideration
available international standards and practices.

phéap thuc thi nao khac dang duoc du thao
va viéc lidu cac y kién dong gop tir cac bén
lien quan, bao gém doanh nghiép va céc
bén hitu quan, c6 duoc xem xét hay khong.
Lién minh chauAu tran trong dé& nghi
Viét Nam thong bao Luat An ninh mang,
du thao Nghi dinh thi hanh va bat ky bién
phap thuc thi ndo khac du kién ap dung toi
Uy ban TBT, phd hop véi Piéu2.9 cua
Hiép dinh TBT. Lién minh chau Au khuyén
khich Viét Nam x4y dung va thuc thi cac
bién phap an ninh mang tuan thu day du cac
nguyeén tac cia WTO, nhu khong phén biét
dbi xtr va tinh twong xtmg, déng thoi can
nhic dén cac tiéu chuan va théng 1& quéc té
hién co.

Canada

The representative of Canada provided the
following statement. Canada recognizes the
importance of cybersecurity and appropriate
measures to preserve it, and appreciates the
efforts Viet Nam is undertaking to develop
measures implementing its Cybersecurity Law.
Nonetheless, Canada shares other WTO
Members' concerns and continues to have
issues with the compatibility of Viet Nam's
measures with its WTO commitments. In line
with our previous statements, Canada continues
to seek: Viet Nam's recognition that, as
currently drafted, the law and implementing
decree could have very extensive product
coverage; notification by Viet Nam of the law
and implementing decree to the TBT

Pai dién Canada di dua ra tuyén bd nhu
sau: Canada ghi nhan tim quan trong cua
an ninh mang va su can thiét caa cac bién
phap phu hop dé bao vé an ninh mang,
ddng thoi danh gia cao nhitng nd luc cua
Viét Nam trong viéc xdy dung cac bién
phap thuc thi Luat An ninh mang. Tuy
nhién, Canada chia sé cac quan ngai cua
cac Thanh vién WTO khéc va tiép tuc co
nhitng lo ngai vé tinh twong thich cua cac
bién phap cua Viét Nam véi cac cam két
trong khudn khé WTO. Phi hop véi cac
tuyén b trude dy, Canada tiép tuc mong
mudn: Viét Nam thira nhan rang, theo du
thao hién tai, luat va nghi dinh thi hanh cé
thé bao phu pham vi san pham rét rong;




Committee; and the use of international
standards and conformity  assessment
frameworks including the CCRA certification
process; Could Viet Nam please update the
Committee on the status of the implementing
decree and what steps it plans to take next?

Viét Nam théng béao luat va nghi dinh thi
hanh tsi Uy ban TBT; va Viét Nam sir dung
cac tiéu chuan quéc té va khudn kho danh
gia su phu hop, bao gém ca quy trinh chitng
nhan CCRA. Viét Nam c6 thé cap nhat cho
Uy ban vé tinh trang hién tai cia nghi dinh
thi hanh va cac budc du kién tiép theo
khong?

Viét Nam

In response, the representative of Viet Nam
provided the following statement. The
Vietnamese Law on Cybersecurity and the draft
Decree for implementing certain articles of this
Cybersecurity Law have not regulated
technical requirements with regard to
information technology products or equipment.
Viet Nam would like to reiterate that our
process has been transparent with an open
mind. All stakeholders' comments have been
reviewed for internal consideration. The draft
Decree for implementing certain articles of
Viet Nam's Cyber Security Law has been
developed in a manner of being suitable to
reality and creating the most auspicious
conditions for foreign enterprises operating in
Viet Nam, without any obstacle to the
development of the Digital Economy. The draft
Decree for implementing certain articles of this
Cybersecurity Law was submitted to the Prime
Minister of Viet Nam in November 2020 and
will be issued soon.

Dap lai, dai dién Viét Nam da dua ra tuyén
bd nhu sau: Ludt An ninh mang cua Viét
Nam va du thao Nghi dinh quy dinh chi tiét
mot s6 diéu cua Luat nay khong dua ra cac
yéu cau ky thuat ddi véi san pham hoic
thiét bi cong nghé théng tin. Viét Nam xin
nhan manh lai ring qué trinh xay dung vin
ban da duogc thuc hién mot cach minh bach
va cau thi. Tat ca cac y kién dong gop tir
cac bén lién quan di dugc xem xét dé phuc
vu qué trinh ra soat, hoan thién noi bo. Du
thao Nghi dinh quy dinh chi tiét mot s6 diéu
cua Luat An ninh mang da dugc xay dung
trén co s& phi hop vai thuc tién va nham
tao diéu kién thuan lgi nhat cho cac doanh
nghiép nudc ngoai hoat dong tai Viét Nam,
khong gay can tro d6i véi su phat trién cua
nén kinh té s6. Du thao Nghi dinh nay da
dugc trinh Tha twdng Chinh pha Viét Nam
vao thang 11 nam 2020 va s€ sém dugc ban
hanh.

Phién

Phién hop Uy ban Thang 10/2020

Tiéng Viét




Hoa Ky

The representative of the United States
provided the following statement. The United
States remains concerned about Viet Nam's
proposed data localization measures in its draft
cybersecurity decree. We look forward to Viet
Nam amending this draft measure in a
transparent manner to address concerns that we
and other WTO Members have raised, in order
to ensure that the Cybersecurity Law is
implemented in the least trade-restrictive
manner possible. Does Viet Nam have any
updates to share on the status of the draft
decree?

Dai dién Hoa Ky di dua ra tuyén bd nhu
sau: Hoa Ky tiép tuc bay t6 quan ngai vé
cac bién phap yéu cau luu trir dit liéu noi
dia duoc dé xuat trong du thao Nghi dinh
vé an ninh mang cua Viét Nam. Chang toi
mong muédn Viét Nam s& sira doi du thao
nay mot cach minh bach nham giai quyét
nhitng quan ngai ma chdng tdi va cac
Thanh vién WTO khéc di néu, dé bao dam
rang Luat An ninh mang duoc thuc thi theo
cach it gay can tré thuwong mai nhat c6 thé.
Viét Nam c6 cap nhat nao dé chia sé vé tinh
trang hién tai cua du thao Nghi dinh nay
khong?

Canada

The representative of Canada provided the
following statement. Canada wishes to reiterate
its statement from the May 2020 meeting.*
Canada continues to seek an update from Viet
Nam on its implementation of the
Cybersecurity Law, including the status of the
draft decree implementing it and planned future
actions.

*G/TBT/M/81, para. 1.425.

Dai dién Canada d3 dua ra tuyén bd nhu
sau: Canada xin nhan manh lai tuyén b6 da
dua ra tai cuoc hop thang 5 nam 2020.*
Canada tiép tuc mong muédn nhan duoc cap
nhat tir Viét Nam vé viéc trién khai Luat An
ninh mang, bao gém tinh trang caa du thao
Nghi dinh thi hanh luat nay cling nhu céac
hanh dong du kién trong thoi gian toi.
*G/TBT/M/81, para. 1.425.

The representative of Australia provided the
following statement. We share other Members'
concerns with a number of concepts in Viet
Nam's Cybersecurity Law. Australia and other
Members have provided feedback on Viet
Nam's draft decree implementing the new law,
noting our interest in seeing a law that:
maintains Viet Nam's entrepreneurialism and

Pai dién Uc d3 dua ra tuyén bd nhu sau:
Chuang tbi chia s¢ cac quan ngai cua Cac
Thanh vién khac vé mot sb noi dung trong
Luat An ninh mang caa Viét Nam. Uc va
cac Thanh vién khac da gui y kién gop y
dbi véi dy thao Nghi dinh thi hanh luat nay,
d6ng thoi bay té mong mubn thady mot dao
luat cd thé: duy tri tinh than khai nghiép va




embrace of digital platforms; supports
increased participation in global e-commerce;
and enhances the business environment in Viet
Nam, including by being transparent, clear and
compliant with international trade
commitments and regional trade agreements.
We share the view that safeguarding
cybersecurity is a legitimate policy objective of
governments. But we continue to question
whether requirements in the law and draft
implementing decree are necessary to meet
Viet Nam's cybersecurity objectives. The
current laws do not represent the least trade-
restrictive manner to achieve those objectives.
This may affect Viet Nam's reputation as an
open economy and impact its ability to benefit
from the digital economy and Industry 4.0. We
look forward to continuing to work with Viet
Nam on the implementation of the
Cybersecurity Law and thank Viet Nam for its
engagement on this matter.

su d6n nhan cac nén tang sé cua Viét Nam;
hd tro tang cuong su tham gia vao thuong
mai dién ti todn cau; va cai thién moi
truong kinh doanh tai Viét Nam, bao gom
viéc bao dam tinh minh bach, r6 rang va
phu hop véi cac cam két thuong mai quéc
té va cac hiép dinh thuong mai khu vuc.
Chuing t6i dong tinh rang bao ¢am an ninh
mang la mot muc tiéu chinh sach hop phap
cua cac chinh pha. Tuy nhién, ching toi
tiép tuc dat cau hoi liéu céc yéu cau trong
luat va du thao nghi dinh thi hanh co thuc
sy can thiét dé dat dugc cac muc tiéu an
ninh mang cua Viét Nam hay khéng. Cac
quy dinh hién hanh chwa thé hién 1a nhitng
bién phap han ché thwong mai & mac toi
thiéu dé dat dugc muc tiéu d6. Diéu nay c6
thé anh hudng dén uy tin cua Viét Nam voi
tu cach 1a mot nén Kinh té mo va tac dong
dén kha nang tan dung cac co hoi tir nén
kinh té sb va cudc Cach mang cong nghiép
lan thte 4. Chang t6i mong mubn tiép tuc
hop tac vai Viét Nam trong qua trinh trién
khai Luat An ninh mang va xin cam on Viét
Nam vi d3 tich cyc tham gia ddi thoai vé
van dé nay.

Lién mjnh
chau Au

The representative of the European Union
provided the following statement. The
European Union shares the Member's concerns
on the Vietnamese Cybersecurity law as
regards its potential economic impact and its
compatibility with Viet Nam's commitments

Pai dién Lién minh chau Au di dua ra
tuyén bd nhu sau: Lién minh chau Au chia
sé cac quan ngai cua cac Thanh vién vé
Luat An ninh mang ctaa Viét Nam, dac biét
1a vé& nhitng tac dong kinh té tiém an va tinh
tuong thich cua luit ndy véi cac cam két




under the WTO. The European Union would
like to have an update on the draft
Implementing Decree on Cybersecurity and
invites the Vietnamese government to seriously
consider EU concerns and continue the
dialogue to ensure alignment to international
best practices. We would also appreciate
indications as regards further implementing
measures and on the plans for taking into
consideration comments from interested
parties, including industry and stakeholders.
The European Union kindly requests that Viet
Nam notifies the Cybersecurity law, the draft
Implementing Decree and any other planned
implementing measures to the TBT Committee,
in accordance with Article 2.9 of the TBT
Agreement. The European Union encourages
Viet Nam to develop and implement
Cybersecurity measures in full respect of WTO
principles, such as non-discrimination and
proportionality and to take into consideration
available international standards and practices.

cua Viét Nam trong khudn khé WTO. Lién
minh chau Au mong muén duoc cap nhat
thdng tin vé du thao Nghi dinh quy dinh chi
tiét thi hanh Luat An ninh mang, dong thoi
dé nghi Chinh pha Viét Nam nghiém tic
xem xét cac quan ngai cua EU va tiép tuc
dbi thoai nham bao dam sy phu hop véi céc
thong 1¢ qudc té tot nhat. Ching toi ciing
mong nhan duoc thong tin lién quan dén
cac bién phap thuc thi tiép theo va ké hoach
cua Viét Nam trong viéc xem xét cac y kién
dong gop tir cac bén quan tam, bao gom
cong dong doanh nghiép va cac bén lién
quan. Lién minh chau Au tran trong dé nghi
Viét Nam théng bao Luat An ninh mang,
du thao Nghi dinh thi hanh va bat ky bién
phap thuc thi ndo dy kién 4p dung téi Uy
ban TBT, phd hop véi Biéu 2.9 caa Hiép
dinh TBT. Lién minh chau Au khuyén
khich Viét Nam xay dung va thuc thi cac
bién phap an ninh mang pht hop day di véi
cac nguyén tic caa WTO nhu nguyén tic
khong phan biét d6i xir va tinh tuong xing,
dong thoi can nhac dén céc tiéu chuan va
thdng 1¢ qubc té hién co.

Viét Nam

In response, the representative of Viet Nam
provided the following statement. We thank the
United States, the European Union, Australia,
and Canada for their continued interest in our
legislative drafting process for the Decree to
implement certain articles of the Cybersecurity

Dap lai, dai dién Viét Nam da dua ra tuyén
bb nhu sau: Chung t61 xin cam on Hoa Ky,
Lién minh chau Au, Uc va Canada vi da
luén quan tdm dén qué trinh xay dung vin
ban phap luat cua Viét Nam, cu thé 1a du
thao Nghi dinh quy dinh chi tiét mot s6 diéu




Law. Viet Nam would like to reiterate that our
process has been transparent with an open
mind. All stakeholders’ comments have been
reviewed for continuing internal consideration.

ctia Luat An ninh mang. Viét Nam xin nhan
manh lai ring qué trinh xay dung vin ban
da duoc thuc hién mot cach minh bach va
cau thi. T4t ca cac y kién dong gop tir cac
bén lién quan déu di dugc xem xét va tiép
tuc dugc can nhic trong qua trinh hoan
thién noi bo.

Phién

Phién hep Uy ban Thang 5/2020

Tiéng Viét

Hoa Ky

The delegation of the United States provided
the following statement. We are deeply
concerned with Viet Nam's Law on
Cybersecurity. We are also disappointed that
Viet Nam failed to notify the Law to the WTO
for a formal notification and comment period
while it was still in draft form. We urge Viet
Nam to immediately notify the Law and the
draft implementing measures that were
published on 2 November 2018 to allow all
interested parties to provide input. We also urge
the Government of Viet Nam to carefully
review and consider stakeholder comments
when finalizing these measures. We also urge
the Government of Viet Nam to work with the
US and other stakeholders to resolve concerns
with the Law on Cybersecurity and its
implementing decree. We encourage Viet Nam
to consider using a risk-based approach to
cybersecurity that draws from industry best
practices, widely accepted definitions, and
international standards. We request that you
consider the Common Criteria Recognition

Phai doan Hoa Ky d dua ra tuyén bd nhu
sau: Chung toi v clng quan ngai vé Luat
An ninh mang cua Viét Nam. Chdng t6i
cling bay to that vong khi Viét Nam da
khong théng bao Luat nay téi WTO dé tién
hanh tha tuc théng bao chinh thic va lay y
kién trong khi van ban van con ¢ dang du
thao. Chung tdi kéu goi Viét Nam khan
trrong thong bao Luat nay cung vai cac
bién phap thuc thi dy thao da dugc cong bd
vao ngdy 2 thang 11 nam 2018, nham tao
diéu kién cho tat ca cac bén quan tam c6 thé
dong gop ¥ kién. Ching t6i ciing dé nghi
Chinh pha Viét Nam can trong xem xét va
can nhic cac y kién tir cac bén lién quan
trong qua trinh hoan thién cac bién phap
nay. Chlng t6i tiép tuc kéu goi Chinh phu
Viét Nam hop tac voi Hoa Ky va cac bén
lién quan khac dé giai quyét nhiing quan
ngai lién quan dén Luat An ninh mang va
du thao Nghi dinh thi hanh cta Luat nay.
Chung t6i khuyén khich Viét Nam can nhac
&p dung céch tiép can dua trén dénh gia rai




Arrangement (CCRA) certification process
when finalizing the draft implementing
measures for the Law.

ro ddi vei an ninh mang, dua trén céc thong
& tét cua nganh, cac dinh nghia dugc Chap
nhan rong réi va cac tiéu chuan qudc té.
Chung t6i dé nghi Viét Nam xem xét &p
dung quy trinh chirng nhan theo Thoa thuan
cong nhan tiéu chi chung (CCRA) khi hoan
thién cac bién phap thuc thi du thao cua
Luat.

Lién mjnh
chau Au

The delegation of the European Union provided
the following statement. The European Union
shares the Member's concerns on the
Vietnamese Cybersecurity law, which applies
as of 1 January 2019, and expresses concern as
regards the potential economic impact of this
legislation and the compatibility with Viet
Nam's commitments under the WTO. The
European Union would like to have an update
on the adoption of the draft Implementing
Decree on Cybersecurity. The European Union
hopes that the Vietnamese Government will
seriously consider the concerns expressed by
the European Union on the Decree and will
continue the dialogue with us to ensure it aligns
to international best practices. We would also
appreciate obtaining some indications on the
intentions of the Vietnamese Government as
regards further implementing measures and on
the plans for taking into consideration
comments from interested parties, including
industry and stakeholders. The European Union
kindly requests that Viet Nam notifies the draft

Phai doan Lién minh chau Au di dua ra
tuyén bd nhu sau: Lién minh chau Au chia
sé CAC quan ngai cua cac Thanh vién vé
Luat An ninh mang caa Viét Nam, da cé
hi¢u lyc tor ngay 1 thang 1 nam 2019, va
bay to lo ngai vé tac dong kinh té tiém an
cua dao luat nay cling nhu tinh twong thich
ctia nd voi cac cam két cua Viét Nam trong
khudn khd WTO. Lién minh chau Au mong
mubn duoc cap nhat thdng tin vé viéc ban
hanh dy thao Nghi dinh quy dinh chi tiét thi
hanh Luat An ninh mang. Chung toi hy
vong rang Chinh phu Viét Nam s& nghiém
tlc xem xét cac quan ngai ma Lién minh
chau Au di néu lién quan dén Nghi dinh
nay va sé tiép tuc d6i thoai véi chung t6i dé
bao dam rang cac quy dinh phu hop véi cac
thong 1€ qUOC té tét nhat. Chung 61 cing
mong muén dugc biét thém vé y dinh cua
Chinh phu Viét Nam lién quan dén céc bién
phép thuc thi tiép theo, ciing nhu ké hoach
xem Xét cac y klen dong gop tur cac bén
quan tdm, bao gém cong dong doanh




Implementing Decree, as well as any other
planned implementing measures, to the TBT
Committee in accordance with Article 2.9 of
the TBT Agreement, so that WTO Members
can provide comments within a reasonable time
limit. The European Union encourages Viet
Nam to develop and implement the
Cybersecurity law and any implementing
measures in full respect of WTO principles,
such as non-discrimination and proportionality
and to take into consideration available
international standards and best practices.

nghiép va cac bén lién quan. Lién minh
chau Au tran trong dé nghi Viét Nam thdng
b&o du thao Nghi dinh thi hanh, cling nhu
bat ky bién phéap thuc thi nao du kién, toi
Uy ban TBT pht hop véi Diéu 2.9 caa Hiép
dinh TBT, dé cac Thanh vién WTO c6 thé
dua ra ¥ kién trong mot khoang thoi gian
hop ly. Lién minh chau Au khuyén khich
Viét Nam xay dung va thuc thi Luat An
ninh mang cling nhu cac bién phap thyc thi
lien quan mot cach ph hop day dua véi cac
nguyén tac cua WTO, chiang han nhu
nguyén tac khong phan biét dbi xu va tinh
tuong ximng, dong thoi can nhéc ap dung
cac tidu chuan qudc té va thong 1¢ tét hién
co.

Canada

The delegation of Canada provided the
following statement. Canada recognizes the
importance of cybersecurity and appropriate
measures to preserve it, and appreciates the
efforts Viet Nam is undertaking to perfect the
measures implementing its Cybersecurity Law.
Nonetheless, Canada continues to have
concerns regarding the compatibility of Viet
Nam's measures with its WTO commitments.
In line with our previous statements, Canada
continues to seek: Viet Nam's recognition that,
as currently drafted, the law and implementing
decree could have very extensive product
coverage; notification of the law and
implementing decree to the TBT Committee;

Phéi doan Canada d3 dua ra tuyén bd nhu
sau: Canada ghi nhan tim quan trong cua
an ninh mang va su can thiét caa céc bién
phap phl hop dé bao vé an ninh mang,
dong thoi danh gia cao nhitng nd lyc cua
Viét Nam trong viéc hoan thién cac bién
phap thuyc thi Luat An ninh mang. Tuy
nhién, Canada tiép tuc bay té quan ngai vé
tinh twong thich ctia cac bién phap nay vaéi
cac cam két caa Viét Nam trong khuon kho
WTO.

Phi hop véi céc tuyén bd truée day,
Canada tiep tuc mong muon Viét Nam:




the wuse of international standards and
conformity assessment frameworks including
the CCRA certification process; and
clarification that this matter does not apply to
the private sector. Could Viet Nam please
update the Committee on the status of the
implementing decree and what steps it plans to
take next?

« Thura nhan rang, theo du thao hién
tai, Luat va Nghi dinh thi hanh co
thé bao phu pham vi san pham rat
rong;

« Thong bé}o Luat va Nghi dinh thi
hanh téi Uy ban TBT;

« Ap dung cac tiéu chuan qudc té va
khudn khé danh gia su pht hop, bao
gom ca quy trinh chang nhan theo
Thoa thuan cbéng nhan tiéu chi
chung (CCRA); va

« Lamrd rang cac quy dinh nay khdng
&p dung ddi véi khu vuc tu nhan.

Viét Nam c6 thé cap nhat cho Uy ban vé
tinh trang hién tai caa Nghi dinh thi hanh
va cac budc dy kién tiép theo hay khéng?

The delegation of Australia provided the
following statement. Australia supports the
concerns raised by others on this measure and
reiterates its previous statement in the TBT
Committee. Australia welcomes an update
from Viet Nam in relation to the draft Decree
being considered for adoption, and next steps.

Phéi doan Uc di dua ra tuyén b nhu sau:
Uc ung ho cac quan ngai ma cac Thanh
vién khac da néu lién quan dén bién phap
nay va xin nhan manh lai tuyén b truéc
day cua minh tai Uy ban TBT. Uc hoan
nghénh viéc Viét Nam cap nhat thong tin
lién quan dén du thao Nghi dinh dang duoc
xem xét dé ban hanh, ciing nhu cac budc
tiép theo.

Viét Nam

In response, the delegation of Viet Nam
provided the following statement. The
Vietnamese Law on Cybersecurity and the draft
Decree for implementing certain articles of this

Dap lai, phai doan Viét Nam da dua ra
tuyén bb nhu sau: Luat An ninh mang cua
Viét Nam va du thao Nghi dinh quy dinh
chi tiét mot s6 diéu cua Luat nay khong dua




Cybersecurity Law have not regulated
technical requirements with regard to
information technology products or equipment.
The process through which the Law and its
draft Decree were formulated and/or to be
enacted has been very open, transparent and
fully complies with requirements prescribed in
the Law on promulgation of legal documents in
Viet Nam. In fact, Viet Nam published all draft
legislation in this subject matter on respective
government portals to enable all individuals,
organizations,  domestic and  foreign
stakeholders to access and provide comments.
The draft Decree for implementing certain
articles of this Cybersecurity Law has been
amended and supplemented to be flexible,
suitable to reality, and creates the most
favourable conditions for foreign enterprises
operating in Viet Nam, without hindering the
development of the Digital Economy. It is
currently being reviewed for approval by the
Prime Minister.

ra cac yéu cau ky thuat déi véi san pham
hozc thiét bi cdng nghé théng tin. Quy trinh
xay dung va/hoac ban hanh Luat cling nhu
du thao Nghi dinh nay da duoc thuc hién
mét cach rat cong khai, minh bach va hoan
toan tuan thua cac quy dinh cua Luat Ban
hanh van ban quy pham phap luat cua Viét
Nam. Trén thyuc té, Viét Nam di cong bd
toan bo cac du thao van ban phap luat lién
quan dén van dé nay trén cac cong thdng
tin dién tr cua Chinh phu, nham tao diéu
kién dé tat ca ca nhan, to chac, cac bén lién
quan trong va ngoai nudc tiép can va dong
g6p y kién. Du thao Nghi dinh quy dinh chi
tiét mot sé diéu cua Luat An ninh mang da
duogc sira d6i, bo sung theo hudng linh hoat,
phU hop vai thuc tién va tao diéu kién thuan
loi nhat cho cac doanh nghiép nudc ngoai
hoat dong tai Viét Nam, ma khong gay can
trg dén su phét trién cua nén Kinh té sé.
Hién du thao nay dang dugc Thu tudng
Chinh pha xem xét phé duyét.

Phién

Phién hep Uy ban Thang 2/2020

Tiéng Viét

Nhat Ban

The representative of Japan referred to its
previous statement at the TBT Committee* and
requested Viet Nam to provide information on
the current status of the draft Decree and further
steps.

*G/TBT/M/79, para. 2.240.

Dai dién cua Nhat Ban d3 nhéc lai tuyén bd
trudc do tai Uy ban TBT* va dé nghi Viét
Nam cung cdp thong tin vé tinh trang hién
tai cua du thao Nghi dinh cling nhu céc
budc tiép theo.

*G/TBT/M/79, doan 2.240.




Hoa Ky

The representative of the United States
expressed deep concerns with this measure and
disappointment that this Law had not been
notified so as to allow the opportunity to
comment while it was still in draft form. She
urged Viet Nam to immediately notify the Law
and the draft implementing measures that had
been published on 2 November 2018 so as to
allow all interested parties to provide input.
Viet Nam should carefully review and consider
stakeholder comments when finalizing these
measures. She invited Viet Nam to work with
US and other stakeholders to resolve concerns
with the Law on Cybersecurity and its
implementing decree and encouraged Viet
Nam to consider using a risk-based approach to
cybersecurity drawing on industry best
practices, widely accepted definitions, and
international standards. Viet Nam should
consider the Common Criteria Recognition
Arrangement (CCRA) certification process
when finalizing the draft implementing
measures for the Law.

Dai dién cua Hoa Ky bay t6 quan ngai sau
sic vé bién phap nay va sy that vong khi
Luat nay khéng duoc thong bao dé tao co
hoi cho viéc gop y khi van con & dang du
thao. Ba kéu goi Viét Nam ngay lap tuc
théng bao Luat cling nhu cac bién phap
hudng dan thi hanh du thao d3 dugc cong
bd vao ngay 2 thang 11 nim 2018, nham
tao diéu kién cho tat ca céc bén lién quan
c6 thé dong gop ¥ kién. Vit Nam nén xem
xét ki ludng va can nhic cac y kién cua cac
bén lién quan khi hoan thién cac bién phap
nay.

Ba moi Viét Nam hop tac véi Hoa Ky va
cac bén lién quan khac dé giai quyét cac
quan ngai lién quan dén Luat An ninh mang
va nghi dinh huéng dan thi hanh, dong thoi
khuyén khich Viét Nam can nhic &p dung
phuong phap tiép can dua trén rai ro trong
linh vuc an ninh mang, dua trén cac théng
I tt nhat cua nganh, cac dinh nghia duoc
chap nhan rong rai va céc tiéu chuan qudc
té. Viét Nam ciing nén xem xét quy trinh
chirng nhan theo Thoa thuan cong nhan tiéu
chi chung (CCRA) khi hoan thién dy thao
cac bién phap hudng dan thi hanh Luat.

Lién mjnh
chau Au

The representative of the European Union
supported the concerns raised by others on this
measure, which had entered into force on 1
January 2019. There were concerns regarding
the potential economic impact of this
legislation and the compatibility with Viet

Pai dién Lién minh chau Au (EU) bay to sy
ung ho ddi véi nhitng quan ngai ma céac bén
khac da néu ra lién quan dén bién phép nay,
vbn da co hiéu luc tir ngay 1 thang 1 nim
2019. EU lo ngai vé tac dong kinh té tiém
tang cua dao luat nay cling nhu tinh tuong




Nam's WTO commitments. The EU welcomed
the public consultation on the Draft
Implementing Decree on Cybersecurity setting
out further details for some articles of the Cyber
Security law, to which the European
Commission and the European External Action
Service had provided comments in December
2018. The EU hoped that Viet Nam would
seriously consider these concerns and continue
dialogue with the EU to ensure its alignment
with international best practices. The EU
requested Viet Nam to provide updates on the
latest developments of the adoption of the
Implementing Decree.

The EU requested Viet Nam to notify this draft
Implementing Decree to the TBT Committee in
accordance with Article 2.9 of the TBT
Agreement to allow Members the opportunity
to analyse the draft decree in depth and to
provide comments. Viet Nam was asked to
provide up-to-date information on any plans for
taking into consideration comments from
interested parties, including industry and
stakeholders. The EU would appreciate any
indications on Viet Nam's likelihood and future
intentions regarding the potential development
of further implementing measures.

The EU encouraged Viet Nam to develop and
implement the Cyber Security Law and any
implementing measures in full respect of WTO
principles, such as non-discrimination and

thich cta no vei cac cam két cua Viét Nam
trong khuén kho WTO.

EU hoan nghénh viéc tham van cong khai
d6i voi Dy thao Nghi dinh huéng dan thi
hanh Luat An ninh mang, trong d6 lam ro
thém mot sé diéu khoan cua luat nay. Uy
ban chau Au va Co quan Ddi ngoai chau
Au da gui y kién dong gop vao thang 12
nam 2018. EU hy vong rang Viét Nam s&
nghiém tlc xem xét cac méi quan ngai néu
trén va tiép tuc ddi thoai véi EU nham bao
dam sy phil hop vai cac thang 18 quac té tot
nhat.

EU dé nghi Viét Nam cap nhat nhitng dién
bién mai nhat lién quan dén viéc ban hanh
Nghi dinh huéng dan thi hanh. EU ciing dé
nghi Viét Nam théng bdo Du thao Nghi
dinh nay 1én Uy ban TBT theo Biéu 2.9 cua
Hiép dinh TBT, nham tao diéu kién cho cac
Thanh vién phan tich ky ludong va duaray
kién vé dy théo.

Viét Nam duoc dé nghi cung cap thang tin
cap nhat vé cac ké hoach lién quan dén viéc
xem xét y kién dong gop tir cac bén quan
tam, bao gém ca nganh céng nghiép va cac
bén lién quan khac. EU ciing mong mudn
nhan dugc thdng tin vé kha ning va dinh
hudng cua Viét Nam trong viéc xay dung
thém céc bién phép thi hanh tiép theo.




proportionality, and to take into consideration
available international standards and best
practices.

EU khuyén khich Viét Nam xay dung va
thuc thi Luat An ninh mang cling nhu cac
bién phap thi hanh mot cach day dii phu
hop véi cac nguyén tic cua WTO, ching
han nhu nguyén tic khong phan biét dbi xir
va tinh can xtng, dong thoi can nhic cac
tiéu chuan québc té va thong I¢ tét nhat hién
co.

The representative of Australia supported the
concerns raised by others. Australia had also
provided feedback on Viet Nam's draft decree
implementing the new Law, noting its interest
in seeing a law that maintained Viet Nam's
entrepreneurialism and embrace of digital
platforms; supported increased participation in
global e-commerce; and enhanced the business
environment in Viet Nam, including by being
transparent, clear and compliant with
international trade commitments and regional
trade agreements. Australia shared the view
that safeguarding cyber security was a
legitimate policy objective of governments but
questioned whether requirements in the law and
draft implementing decree were necessary to
meet Viet Nam's cybersecurity objectives. The
current laws did not represent the least trade
restrictive manner to achieve those objectives
and this could affect Viet Nam's reputation as
an open economy and impact its ability to
benefit from the digital economy.

Pai dién cua Uc bay to sy ung ho ddi voi
nhiing quan ngai da duoc cac bén khac néu
ra. Uc ciing dd gui ¥ kién phan hoi vé dy
thao nghi dinh cua Viét Nam nham trién
khai Luat An ninh mang méi, trong do
nhin manh mong muén thady mét dao luat
duy tri tinh than khoi nghiép caa Viét Nam,
khuyén khich viéc tiép can va phat trién cac
nén tang s, hd tro su tham gia ngay cang
ting vao thuong mai dién tir toan cau, va
cai thién moi truong kinh doanh tai Viét
Nam — bao gém théng qua sy minh bach,
rd rang va phu hop vei cac cam két thuong
mai qudc té ciing nhu cac hiép dinh thuong
mai khu vuc.

Uc chia s¢ quan diém rang viéc bao dam an
ninh mang la moét muc tiéu chinh sach hop
phép cua cac chinh phu, nhung dat ciu hoi
liéu cac quy dinh trong luat va du thao nghi
dinh c6 thuc su can thiét ¢é dat duoc muc
tiu an ninh mang cuta Viét Nam hay
khong. Hién tai, cac quy dinh nay chua phai
1a cach thirc han ché thuong mai & mic tdi




Viet Nam was strongly encouraged to notify
the drafts of the decree to the TBT Committee.
Australia looked forward to continuing work
with Viet Nam on the implementation of the
Cyber Security Law and thanked Viet Nam for
its bilateral engagement.

thiéu dé dat duoc cac muc tiéu do, va diéu
nay c6 thé anh hudéng dén danh tiéng cua
Viét Nam véi tu cach 1a mot nén kinh té
ma, cling nhu kha nang tan dung loi ich tur
nén kinh té sé.

Viét Nam duoc khuyén khich manh mé&
thong béo cac dy thao nghi dinh 1én Uy ban
TBT. Uc mong muén tiép tuc hop tac voi
Viét Nam trong viéc trién khai Luat An
ninh mang va bay té cam on Viét Nam vi
su hop tac song phuong.

Canada

The representative of Canada supported
concerns raised by others and reiterated its
previous concerns over Viet Nam's
cybersecurity measures. Canada urged Viet
Nam to notify the draft implementing Decree to
the TBT Committee to allow for sufficient
comment and stakeholder views.

Pai dién cua Canada bay to su ung ho dbi
Vi cac quan ngai da dugc cac bén khac néu
ra va nhac lai nhitng lo ngai trude day cua
minh lién quan dén céc bién phap an ninh
mang cua Viét Nam. Canada kéu goi Viét
Nam théng b&o Dy thao Nghi dinh hudng
dan thi hanh Luat An ninh mang 1én Uy ban
TBT, nham tao diéu kién cho viéc dong gop
y kién day du tir cac bén lién quan.

Viét Nam

The representative of Viet Nam said that Viet
Nam's Law on Cybersecurity and the draft
Decree for implementing certain articles of this
Cybersecurity Law did not contain technical
requirements for IT products and devices.
Therefore, they were not subject to the TBT
Agreement. The draft Decree was currently
being considered for adoption. In the drafting
stage, Viet Nam's drafting agency had
published all draft legislations on respective

Dai dién cua Viét Nam cho biét Luat An
ninh mang cua Viét Nam va Du thao Nghi
dinh hudng dan thi hanh mot sb diéu cua
Luat ndy khdng bao gom cac yéu cau ky
thuat ddi véi san pham va thiét bi cong
nghé thong tin. Do d6, cac van ban nay
khong thudc pham vi diéu chinh cua Hiép
dinh TBT. Du thao Nghi dinh hién dang
dugc xem xét dé ban hanh. Trong qua trinh
soan thao, co quan chu tri Xdy dung van ban




government portals in order to enable all
individuals, organizations, and domestic and
foreign stakeholders to access and provide
comments. Numerous meetings and workshops
had been held and intensive consultations had
been undertaken so that Viet Nam could
carefully listen to comments and explain the
legitimate policy objectives and proper
regulations to the interested parties.

da cong bd tat ca cac du thao van ban phap
luat trén cac cong thong tin dién tir cua
Chinh phua nham tao diéu kién cho moi ca
nhan, t6 chirc, cling nhu cac bén lién quan
trong va ngoai nudéc tiép can va dong gop y
kién. Nhiéu cudc hop va hoi thao di duoc
té chirc, cung véi cac cudc tham van sau
rong, dé Viét Nam c6 thé lang nghe y kién
dong gop mot cach can trong va giai thich
ré rang cac muc tiéu chinh sach hop phap
cting nhu cac quy dinh phu hgp cho cac bén
quan tam.

Phién

Phién hop Uy ban Thang 11/2019

Tiéng Viét

Nhat Ban

The representative of Japan expressed concerns
regarding Viet Nam's Cybersecurity Law,
which was passed in the Viet Nam National
Assembly in June 2018 and included provisions
which could hinder the free flow of information
and the participation of foreign companies in
Viet Nam's market. At the last meeting, Viet
Nam explained that the draft Decree was in the
process of government approval. Viet Nam also
explained that the description of Article 25
regarding the scope of the obligation to store
data locally and to open up a local branch or a
representative office had been developed with
consideration for openness and flexibility.
Japan requested that Viet Nam inform Japan of
any changes to the previously published draft,
and that Viet Nam provide information on the
current status of the draft Decree and further

Dai dién caa Nhat Ban bay to quan ngai vé
Luat An ninh mang cua Viét Nam, duoc
Qudc hoi Viet Nam thong qua vao thang 6
niam 2018, trong d6 c6 cac quy dinh co thé
can tro dong chay théng tin tu do va su
tham gia cua cac cong ty nwdc ngoai vao
thi truong Viét Nam. Tai cugc hop trudec,
Viét Nam di giai thich rang Dy thao Nghi
dinh dang trong qua trinh dugc Chinh phu
phé duyét. Viét Nam ciing cho biét noi
dung ctia Diéu 25 — lién quan dén pham vi
nghia vu luu trir dir liu tai Viét Nam va
yéu cau ma chi nhanh hozc van phong dai
dién — da duoc xay dung c6 tinh dén sy
coi ma va linh hoat. Nhat Ban dé nghi Viét
Nam théng bao cho phia Nhat Ban néu c6
bat ky thay ddi ndo so véi ban du thao da
cong bd trude d6, dong thoi cung cap thdng




steps. Japan was interested in whether or not
the draft Decree as a whole included technical
requirements for IT products and devices and
requested that the second draft be notified to the
TBT Committee. Viet Nam should implement
the law and attached Decree in a transparent
manner to prevent it from becoming more trade
restrictive than necessary and to take the
comments from Member into consideration.

tin vé tinh trang hién tai cua Du thao Nghi
dinh ciing nhu cac budc tiép theo. Nhat Ban
quan tdm dén viéc liéu toan bo Dy thao
Nghi dinh c6 bao gdm céc yéu cau ki thuat
dbi voi san pham va thiét bi céng nghé
thong tin hay khong, va dé nghi Viét Nam
théng béo ban du thao lan hai 1én Uy ban
TBT. Viét Nam duoc dé nghi trién khai
Luat va Nghi dinh kem theo mot cach minh
bach, nham tranh khién cac bién phap tro
nén han ché thuong mai hon muc can thiét,
d6ng thoi can nhac cac y kién tir cac Thanh
vién khac.

Hoa Ky

The representative of the United States said that
there were deep concerns with Viet Nam's Law
on Cybersecurity and disappointment that this
law had not been notified to the WTO while it
was still in draft form. She urged Viet Nam to
immediately notify the Law and the draft
implementing measures that had been
published on 2 November 2018 so as to allow
all interested parties to provide input. Viet Nam
should carefully review and consider
stakeholder comments when finalizing these
measures. She invited Viet Nam to work with
the US and other stakeholders to resolve
concerns with the Law on Cybersecurity and
encouraged Viet Nam to consider using a risk-
based approach to cybersecurity drawing on
industry best practices, widely accepted
definitions, and international standards. Viet

Dai dién cua Hoa Ky bay t6 quan ngai sau
sac vé Luat An ninh mang cua Viét Nam va
that vong khi luat nay khong duoc thong
bao cho WTO trong giai doan con la du
thao. Ba kéu goi Viét Nam ngay lap tuac
théng bao Luat va cac bién phap hudng dan
thi hanh da duoc cong bd vao ngay 2 thang
11 nam 2018, nham tao diéu kién dé tat ca
c4c bén quan tdm c6 thé déng gop ¥ kién.
Viét Nam can xem xét ky ludng va céan
nhic cac y kién tir cac bén lién quan khi
hoan thién cac bién phap nay. Ba moi Viét
Nam hop tac véi Hoa Ky va cac bén lién
quan khac dé giai quyét nhitng quan ngal
lién quan dén Luat An ninh mang, dong
thoi khuyén khich Viét Nam can nhac ap
dung phuong phép tiép can dya trén rai ro
trong quan ly an ninh mang, dua trén cac




Nam should consider the Common Criteria
Recognition Arrangement (CCRA)
certification process when finalizing the draft
implementing measures for the Law.

thong Ié tt nhat cua nganh, cac dinh nghia
dugc cdng nhan rong réi va cac tiéu chuan
qudc té. Viét Nam ciing duoc dé nghi can
nhic 4p dung quy trinh chiing nhan theo
Thoa thuan céng nhan Tiéu chi chung
(Common Criteria Recognition
Arrangement — CCRA) khi hoan thién du
thao cac bién phap huéng dan thi hanh
Luat.

The representative of Australia said that
feedback on the draft decree implementing the
new law had been provided. She stressed the
importance of the law maintaining Viet Nam's
entrepreneurialism and embracing of digital
platforms, supporting increased participation in
global e-commerce, and enhancing the business
environment in Viet Nam, including by being
transparent, clear and compliant with
international trade commitments and regional
trade agreements. Australia shared the view
that safeguarding cyber security was a
legitimate policy objective of governments but
questioned whether requirements in the law and
draft implementing decree were necessary to
meet Viet Nam's cybersecurity objectives. The
current laws did not represent the least
traderestrictive manner to achieve those
objectives. Australia strongly encouraged Viet
Nam to notify the drafts of the decree to the
TBT Committee. She thanked Viet Nam for its
engagement and looked forward to continuing

Pai dién cua Uc cho biét Uc da giri ¥ kién
phan hoi vé du thao nghi dinh hudng din
thi hanh Luat An ninh mang méi. Ba nhéan
manh tAm quan trong cua viéc bao dam
rang ludt nay van duy tri duoc tinh than
khoi nghiép ciia Viét Nam, thuc day viéc
tiép can va phat trién cic nén tang sb, hd
tro su tham gia ngay cang tang vao thuong
mai dién tir toan cdu, va cai thién moi
trrong kinh doanh tai Viét Nam — bao
gém ca tinh minh bach, rd rang va tuan thu
cac cam két thurong mai qudc té va cac hiép
dinh thuong mai khu vyc. Uc chia sé quan
diém réng viéc bdo dam an ninh mang la
mot muc ti€u chinh sich hop phéap cua
chinh phu, nhung dat cau hoi liéu cac yéu
cau trong luat va du thao nghi dinh c6 thuc
su can thiét dé dat duoc cac muc tiéu an
ninh mang cuia Viét Nam hay khong. Theo
danh gia, cac quy dinh hién hanh chua phai
1a phuong 4n it gay can tré thwong mai nhat
dé dat duoc cac muc titu d6. Uc manh mé




to work on the implementation of the Cyber
Security Law.

khuyén khich Viét Nam thong bao cac dy
thao nghi dinh 1én Uy ban TBT. Ba ciing
bay t6 101 cam on Viét Nam vi su hop tac
va mong mudn tiép tuc phdi hop trong qua
trinh trién khai Ludt An ninh mang.

Lién mjnh
chau Au

The representative of the European Union said
there were on-going concerns with the
Vietnamese Cyber Security Law, which had
entered into force on 1 January 2019. As in
previous meetings of the TBT Committee, the
EU was concerned with the potential economic
impact of this legislation and its compatibility
with Viet Nam's WTO commitments. The EU
welcomed the public consultation on the draft
Implementing Decree on Cybersecurity setting
out further details for some articles of the Cyber
Security Law, to which the European
Commission and the European External Action
Service had provided comments in December
2018. The EU hoped that Viet Nam would
seriously consider the concerns expressed and
continue dialogue with the EU on this matter to
ensure its alignment with international best
practices. The EU requested that Viet Nam
notify this draft Implementing Decree to the
TBT Committee for general transparency
purposes and in accordance with Article 2.9 of
the TBT Agreement to allow the opportunity to
analyse the draft decree in depth and to provide
comments within a reasonable time limit.

Dai dién Lién minh chau Au (EU) cho biét
van con ton tai nhitng quan ngai lién quan
dén Luat An ninh mang cua Viét Nam, vén
da co hi¢u lyc tir ngay 1 thang 1 nam 2019.
Gibng nhu cac cudc hop trude cua Uy ban
TBT, EU lo ngai vé tac dong kinh té tiém
tang cua dao luat nay ciing nhu tinh tuong
thich cua né vai cac cam két caa Viét Nam
trong khudn khé WTO. EU hoan nghénh
viéc td chuc tham van cong khai vé Du thao
Nghi dinh huéng dan thi hanh Luat An ninh
mang, trong d6 1am rd thém mot s6 diéu
khoan cua luat nay. Uy ban chau Au va Co
quan D6i ngoai chau Au di giri ¥ kién dong
gbp vao thang 12 nam 2018. EU hy vong
Viét Nam s& nghiém tac xem xét nhitng
quan ngai da duoc néu ra va tiép tuc duy tri
dbi thoai voi EU dé d¢am bao sy phl hop
Vvéi céac thdng 1é quéc té tét nhat. EU dé
nghi Viét Nam thong bédo Du thao Nghi
dinh huéng dan nay 1én Uy ban TBT nham
tang tinh minh bach chung va theo Diéu 2.9
cua Hiép dinh TBT, tao co hdi cho cac
thanh vién phan tich sau va dong gop y kién
trong thoi gian hop ly.

EU ciing moi Viét Nam cung cap thdng tin
cap nhat vé& ké hoach xem xét céc y kién




The EU invited Viet Nam to provide up-to-date
information on any plans for taking into
consideration comments from interested
parties, including industry and stakeholders and
to provide an update on the timing for the
adoption of the Implementing Decree. He also
asked whether Viet Nam intended to develop
further implementing measures. The EU
encouraged Viet Nam to develop and
implement the Cyber Security Law and any
implementing measures in full respect of WTO
principles, such as non-discrimination and
proportionality and to take into consideration

dong gop tir cac bén quan tam, bao gdom ca
nganh cong nghiép va cac bén lién quan
khac, ciing nhu cap nhat thoi gian du kién
ban hanh Nghi dinh huéng dan thi hanh.
EU ciing hoi liéu Viét Nam co du dinh xay
dung thém céc bién phap thi hanh bé sung
hay khong.

EU khuyén khich Viét Nam phat trién va
thuc thi Luat An ninh mang cung cac bién
phap thi hanh di kém mot cach day du, ton
trong cac nguyén tic ciia WTO nhu khong
phan biét ddi xir va tinh can Xung, dong
thoi can nhac cac tiéu chuan quéc té va

available international standards and best | thdng I¢ tot nhat hién co.
practices.
Canada The representative of Canada referred the D‘ai dién cua Canada d3 nhic lai v6i Uy ban
Committee to its statement delivered in the | vé tuyén bo cua minh dugc trinh bay tai
previous TBT Committee meeting.* cuoc hop Uy ban TBT trudéc d§o.*
*G/TBT/MI78, para. 3.276. *G/TBT/M/78, doan 3.276.
Viét Nam The representative of Viet Nam said that the | Pai dién Viét Nam cho biét Luat An ninh

Law on Cybersecurity and the draft Decree for
implementing  certain  articles of this
Cybersecurity Law had not regulated technical
requirements with regard to information
technology products or devices. The law's
objective was to ensure national security, social
order and the protection of legitimate rights and
interests of organizations and individuals. The
process through which the law and its draft
Decree were formulated and/or to be enacted

mang va Dy thao Nghj dinh huéng dan thi
hanh mot s6 dleu cua Luat nay khong quy
dinh cac yéu cau ky thuat lién quan dén san
pham hodc thiét bi cong nghé thong tin.
Muc tiéu cta ludt 1a ddm bao an ninh qubc
gia, trat tu xa hoi va bao vé quyén, loi ich
hop phép cta cac t6 chirc va ca nhan. Qué
trinh soan thao va ban hanh luat cling nhu
dy thao Nghi dinh dién ra rat cong khai,
minh bach va hoan toan tuan thu cac quy




had been very open, transparent and complied
fully with requirements prescribed in the Law
on promulgation of legal documents in Viet
Nam. In fact, Viet Nam published all draft
legislation on respective government portals to
enable all individuals, organizations, domestic
and foreign stakeholders to access and provide
comments. Numerous meetings and workshops
were held and intensive consultations were
taken so that Viet Nam could carefully listen to
comments and provide explanations on the
legitimate policy objectives to interested
parties.

dinh cua Luét Ban hanh van ban quy pham
phap luat tai Viét Nam. Viét Nam da cong
bd tat ca cac du thao van ban phap luat trén
cac cong thong tin dién tir ctia chinh phu dé
tao diéu kién cho moi ca nhan, to chuc,
cling nhu cac bén lién quan trong va ngoai
nudc tiép can va dong gop ¥ kién. Nhiéu
cudc hop, hoi thao va cac cugc tham van
sdu rong da duoc to chirc nham gitp Viét
Nam lang nghe cin trong cac ¥ kién déng
g6p va giai thich rd rang vé cac muc tiéu
chinh sach hop phap cho cac bén quan tam.

Phién

Phién hep Uy ban Théang 6/2019

Tiéng Viét

Nhat Ban

The representative of Japan expressed concern
with this measure, which had been passed in the
Viet Nam National Assembly in June 2018 and
included provisions which could hinder the free
flow of information and the participation of
foreign companies in Viet Nam's market. At the
previous TBT Committee meeting, Viet Nam
had explained that the draft decree would
continue to be revised with comments from
Members taken into account. Japan was
particularly concerned with Article 25 of the
Decree which indicated that an entity was
obliged to store data locally and to establish a
domestic branch or representative office. As
the article lacked clarity, Japan requested that
Viet Nam confirm how the article would be
revised. She also asked that VViet Nam provide

Pai dién Nhat Ban bay t6 quan ngai vé bién
phap nay, von da dugc Qudc hoi Viét Nam
thong qua vao thang 6 nam 2018 va bao
gom cac quy dinh c6 thé can trd viée tu do
lwu chuyén thong tin va sy tham gia ctia cac
cong ty nudc ngoai vao thi truong Viét
Nam. Tai cudc hop Uy ban TBT trudc do,
Viét Nam da giai thich rang du thao nghi
dinh sé tiép tuc duoc chinh stra dua trén cac
¥ kién dong goép cua cac Thanh vién. Nhat
Ban dac biét quan tam dén Piéu 25 cua
Nghi dinh, trong d6 quy dinh mot t6 chirc
phai luu trir dir 1i€u tai dia phuong va thanh
1ap chi nhanh hodc van phong dai dién
trong nudc. Vi diéu khoan niy chua rd
rang, Nhat Ban dé nghi Viét Nam xac nhan
cach thirc sira d6i diéu khoan nay. Bén canh




information on the current status of the draft
and timeline for implementation. In addition,
Japan had concerns on whether the draft decree
as a whole included technical requirements for
IT products or devices and therefore requested
that Viet Nam notify the second draft so as to
allow Members the opportunity to comment.
Viet Nam was encouraged to implement the
law and its decree in a transparent manner in
order to prevent it from being more trade
restrictive than necessary and also to consider
the comments from Japan and other Members.

d6, Nhat Ban ciing yéu cau Viét Nam cung
cép thong tin vé tinh trang hién tai cua du
thao va thoi gian du kién thyc hién. Ngoai
ra, Nhat Ban con lo ngai li¢u du thao nghi
dinh c6 bao gdm cac yéu cau ky thuat ddi
v6i san pham hodc thiét bi cong nghé thong
tin hay khong, va do d6 dé nghi Viét Nam
thong bao ban dy thao 1an hai dé cdc Thanh
vién c6 co hoi dong gop ¥ kién. Viét Nam
dugc khuyén khich thyc hién luat va nghi
dinh moét cach minh bach nham tranh lam
cho céc bién phéap trd nén han ché thuong
mai hon mirc can thiét, déng thoi xem xét
cac ¥ kién tir Nhat Ban va cac Thanh vién
Khac.

Hoa Ky The  representative ~ of  the  United | Pai dién cua Hoa Ky* di nhac lai nhiing
States* reiterated the concerns raised at | quan ngai da duoc néu ra tai cac cudc hop
previous TBT Committee meetings. trudce cua Uy ban TBT.

*G/TBT/M/77, para. 3.224 and G/TBT/M/76, | *G/TBT/M/77, doan 3.224 va
para. 3.211 G/TBT/M/76, doan 3.211
Uc The representative of Australia* reiterated the | Pai dién cia Uc* di nhac lai nhitng quan
concerns raised at previous TBT Committee | ngai gé duoc néu ra tai cac cudc hop trude
meetings. cua Uy ban TBT.
*G/TBT/M/77, para. 3.227 and G/TBT/M/76, | *G/TBT/M/77, doan 3.227 va
para. 3.212. G/TBT/M/76, doan 3.212.
Canada The representative of Canada said that his | Dai di¢n cuia Canada cho biét phai doan cua

delegation continued to have concerns with
Viet Nam's security measure, particularly as it
could have very extensive product coverage.
He noted the importance of WTO notifications

6ng van tiép tuc c6 nhitng quan ngai vé cac
bién phép an ninh cua Viét Nam, dac biét
vi cdc bién phap nay c6 thé bao phu pham
vi san pham rat rong. Ong nhdn manh tim




as well as the use of international standards and
conformity assessment frameworks. Canada
sought Viet Nam's clarification that this matter
did not apply to the private sector. Further, he
urged Viet Nam to notify the measure to the
TBT Committee so as to allow Members and
stakeholders to provide comments.

quan trong cua viéc thong bao cho WTO
cling nhu viée sir dung céc tiéu chuan quéc
té va cac khudn khd danh gia sy phu hop.
Canada mong mudn Viét Nam lam rd rang
van dé nay khong ap dung ddi véi khu vire
tu nhan. Ngoai ra, ong kéu goi Vi¢t Nam
thdng bao céc bién phap nay 1én Uy ban
TBT dé tao diéu kién cho cac Thanh vién
va cac bén lién quan c6 co hdi dong gop y
kién.

Lién mjnh
chau Au

The representative of the European Union
reiterated concerns raised at previous TBT
Committee meetings.* In addition the EU
encouraged Viet Nam to develop and
implement the Cyber Security law and any
implementing measures in full respect of WTO
principles, such as nondiscrimination and
proportionality, and to take into consideration
available international standards and best
practices.

*G/TBT/M/77, para. 3.225; G/TBT/M/76,
para. 3.213

Pai dién cua Lién minh chau Au nhic lai
nhiing quan ngai da dugc néu ra tai cac
cudc hop trude cua Uy ban TBT.* Ngoai
ra, EU khuyén khich Viét Nam xdy dung
va trién khai Luat An ninh mang ciing nhu
cac bién phap thi hanh mot cach day du,
phu hop véi cac nguyén tic cia WTO nhu
khong phan biét ddi xur va tinh can xung,
d6ng thoi can nhic ap dung cac tiéu chuan
qudc té va thong 18 tot nhat hién co.
*G/TBT/M/77, doan 3.225; G/TBT/M/76,
doan 3.213.

Viét Nam

The representative of Viet Nam emphasised the
importance to Viet Nam of cybersecurity
protection as an essential part of the open
investment environment, without hindering the
development of the digital economy.
Therefore, the balance between economic
development and national security had always
been among the top priorities throughout the
development and implementation of the Cyber

Pai dién ciia Viét Nam nhin manh tim
quan trong cua viéc bao v¢ an ninh mang
d01 v0i Viét Nam, coi day la mot phan thiét
yéu trong moi truong dau tu cdi mo, ma
khong gay can tro dén su phat trién ctia nén
kinh té sd. Do do, viéc can bang gitia phat
trién kinh té va dam bao an ninh qudc gia
ludn 1a mot trong nhitng vu tién hang dau
trong sudt qua trinh xdy dung va thuc thi




Security Law. The draft decree implementing
cybersecurity law had now been finalized and
would be submitted to the government for
further approval. Viet Nam understood and
shared the concerns on legal documents
implementing cybersecurity law. Accordingly,
the provisions on storing data locally and
operating representative offices or branches as
contained in Article 25 of the draft decree had
been developed with openness and flexibility in
mind.

Luat An ninh mang. Du thdo nghi dinh
huéng dan thi hanh Luit An ninh mang
hién da duoc hoan thién va s€ duogc trinh
1én Chinh phti dé phé duyét tiép theo. Viét
Nam hiéu va chia sé nhitng quan ngai lién
quan dén cac vin ban phap 1y thuc thi Ludt
An ninh mang. Theo d6, cac quy dinh vé
luu trit dit liéu trong nudc va viée thiét lap
van phong dai dién hodc chi nhanh theo
Piéu 25 cua Dy thao Nghi dinh da dugc
xdy dung véi tinh than c6i mé va linh hoat.

Phién

Phién hep Uy ban Thang 3/2019

Tiéng Viét

Nhat Ban

The representative of Japan reiterated
previously raised concerns regarding Viet
Nam's Cybersecurity Law, and noted that at the
last meeting, Japan had requested that Viet
Nam notify the Decree to the TBT Committee
and to consider comments from Members. The
Decree had not yet been notified even though
the draft Decree had indicated the date of entry
into force on 1 January 2019. Japan therefore
requested Viet Nam to provide updated
information on the status of entry into force of
both the Cybersecurity Law and its Decree as it
would be regrettable if the Decree came into
force without TBT notification. Japan also
requested Viet Nam to provide the details of the
term "cybersecurity condition" and the
procedures in legal forms. Moreover, Japan
remained concerned with the entities that
would be obliged to comply with the

Dai dién cua Nhat Ban nhéc lai nhirng quan
ngai di dugc néu trude day lién quan dén
Luat An ninh mang cua Viét Nam, déng
thoi luu v rﬁng tai cuoc hop trude, Nhat
Ban da dé nghi Viét Nam thong bao Nghi
dinh nay 1én Uy ban TBT va xem xét cic y
kién tir cac Thanh vién. Tuy nhién, Nghi
dinh van chua duoc thong bdo, mic du
trong Du thao Nghi dinh da néu rd ngay co
hi€u luc 1a ngay 1 thang 1 nam 2019. Do
d6, Nhat Ban dé nghi Viét Nam cung cép
thong tin cap nhat vé tinh trang c6 hiéu lyc
cua cd Luat An ninh mang va Nghi dinh
hudng dan thi hanh, vi s& rat dang tiéc néu
Nghi dinh ¢6 hiéu luc ma khong duoc
thong bao theo quy dinh ctia TBT. Nhat
Ban ciing dé nghi Viét Nam cung cép chi
tiét vé khai niém “diéu kién an ninh mang”
va céc thu tuc lién quan dudi hinh thic van




requirement to store data locally and to open up
a branch or a representative office in Viet Nam
as stipulated in articles 24 and 25 of the Decree.

ban phap 1y. Hon nita, Nhat Ban tiép tuc
bay to quan ngai vé cac dbi twong s& phai
tuan thu yéu cu luu trir dit liéu tai Viét
Nam va thiét 1ap chi nhanh hodc van phong
dai dién tai Viét Nam theo quy dinh tai cac
Diéu 24 va 25 cla Nghi dinh.

Hoa Ky

The representative of the United States* stated
that her delegation was disappointed that Viet
Nam had failed to formally notify the Law to
the WTO while still in draft form. The US
requested Viet Nam to notify the Law and the
draft implementing measures that were
published on 2 November 2018 and to allow all
interested parties to provide input. Moreover,
Viet Nam was asked to consider using a risk-
based approach to cybersecurity that drew from
industry best practices, widely accepted
definitions, and international standards,
including the Common Criteria Recognition
Arrangement (CCRA) certification process
when finalizing the draft implementing
measures for the Law.

*G/TBT/M/76, para. 3.211.

Dai dién ctia Hoa Ky* bay to su that vong
khi Viét Nam da khong thong bdo chinh
thirc Ludt An ninh mang cho WTO trong
giai doan con 1a du thao. Hoa Ky dé nghi
Viét Nam thong bao Luat nay va céac bién
phap hudng dan thi hanh da dugc cong bd
vao ngay 2 thang 11 nam 2018, dong thoi
tao diéu kién dé tat ca cac bén quan tam co
thé dong goép ¥ kién. Ngoai ra, Viét Nam
duogc dé nghi xem xét 4p dung phuong phap
tiép can an ninh mang dya trén ruai ro, dugc
xay dung tir cac thong 1& tét nhit trong
nganh, cac dinh nghia dugc cong nhéan rong
rdi va céc tiéu chuan qudc té — bao gdm ca
quy trinh chirng nhan theo Thoa thuén cong
nhan Tiéu chi chung (Common Criteria
Recognition Arrangement — CCRA) — khi
hoan thién cic bién phap hudng dan thi
hanh Luat.

*G/TBT/M/76, doan 3.211.

Lién mjnh
chau Au

The representative of the European Union
supported the concerns raised by other
Members and recalled previously raised
concerns regarding the potential economic
impact of that legislation and the compatibility

Pai dién cta Lién minh chau Au bay to su
tng ho d6i v6i cac quan ngai da dugc cac
Thanh vién khac néu ra, va nhéc lai nhirng
lo ngai trudc day lién quan dén tac dong
kinh té tiém tang cta luat nay cling nhu tinh




with Viet Nam's commitments under the
WTO.* Her delegation welcomed public
consultations on the Draft Implementing
Decree on Cybersecurity that had allowed the
European Commission and the European
External Action Service to provide to the
Vietnamese authorities comments on the draft
legislation. According to recent information,
the implementing decree, which set out further
details for some articles of the Cyber Security
law, had not yet been adopted and therefore her
delegation requested that Viet Nam notify the
draft decree to the TBT Committee for general
transparency purposes and in accordance with
Article 2.9 of the TBT Agreement. This
notification would provide to WTO Members
the opportunity to analyse the draft decree in
depth and to provide comments within a
reasonable time limit.

*G/TBT/M/76, para. 3.213.

tuong thich ctia nd véi cac cam két cua Viét
Nam trong khudén khé WTO.* Phéi doan
EU hoan nghénh viéc t6 chirc tham van
cong khai d6i v6i Du thao Nghi dinh huong
dan thi hanh Luat An ninh mang, qua do Uy
ban chau Au va Co quan D4i ngoai chiu
Au di c6 thé gui ¥ kién gop v t6i phia Viét
Nam vé du thao vin ban phap luat. Theo
c4c thong tin gan day, Nghi dinh hudng dan
— von 1am rd thém mot sb diéu khoan trong
Luat An ninh mang — van chua dugc thong
qua. Do d6, phai doan EU dé& nghi Viét
Nam thong bdo du thao nghi dinh nay lén
Uy ban TBT nham ting cudng tinh minh
bach va phu hop véi Diéu 2.9 cua Hiép dinh
TBT. Viéc thong bao nhu vay s€ tao co hdi
cho cac Thanh vién WTO phan tich sau ndi
dung duy thao va dong gop ¥ kién trong mot
khoang thoi gian hop 1y.

*G/TBT/M/76, doan 3.213.

Canada

The representative of Canada also supported
the concerns raised by other Members, noting
the importance of WTO notifications as well as
the use of international standards and
conformity assessment schemes. Canada noted
that common information technology products
entering Viet Nam were already subject to in-
country testing even when international
standards had been met.

Dai dién cua Canada ciing bay to su ung ho
d6i véi cac quan ngai da dugc cac Thanh
vién khac néu ra, déng thdi nhan manh tim
quan trong cua vi¢c thong bao cho WTO
cting nhu viéc su dung cac tiéu chuén quéc
té va cac chuong trinh danh gia su phu hop.
Canada luu ¥ rang cac san pham cong nghé
thong tin thong dung khi nhap khau vao
Viét Nam hién van phai trai qua kiém tra
tai cho, ngay ca khi da dap ung cac tiéu
chuén qudc té.




The representative of Australia reiterated
previously raised concerns* and noted that this
measure could affect Viet Nam's reputation as
an open economy and impact its ability to
benefit from the digital economy and Industry
4.0. Australia understood that Viet Nam was
currently preparing a second draft of the decree
implementing the new law and requested Viet
Nam to provide a period for public consultation
on the second draft.

*G/TBT/M/76, para. 3.212.

Pai dién cua Uc nhic lai nhitng quan ngai
d3 duoc néu ra trude do* va luu ¥ rang bién
phap nay c6 thé anh hudng dén uy tin cta
Viét Nam véi tu cach 1a mot nén kinh té
mo, cling nhu kha nang tan dung loi ich tir
nén kinh t& sb va Cudc cach mang cong
nghiép 4.0. Uc hiéu réng Viét Nam hi¢n
dang chuan bi ban du thao 1an hai cta nghi
dinh huéng dan thi hanh luat méi va dé
nghi Viét Nam danh mot khodng thoi gian
dé tham van cong khai dbi v6i ban du thao
1an hai nay.

*G/TBT/M/76, doan 3.212.

Viét Nam

The representative of Viet Nam responded that
the Cyber Security Law had been adopted by
the national assembly on 12 June 2018 to
ensure that activity in cyber space would not
harm national security, social order and safety,
legitimate rights of organizations and
individuals. Viet Nam clarified that the law
would provide a full and strict legal framework
for authorities to effectively protect national
security and at the same time, secure a safe and
secure cyber space for the public, creating
favourable conditions for domestic and foreign
IT, telecommunications and internet
enterprises to do business in Viet Nam. The
representative of Viet Nam noted that Art. 10
of the Cybersecurity Law set out conditions
applied to national security, critical information
systems and stated that information systems

Pai dién cua Viét Nam cho biét Luat An
ninh mang d3 dugc Qudc hoi thong qua vao
ngdy 12 thang 6 nim 2018 nham bao dam
rang cac hoat dong trén khong gian mang
khong gdy phuong hai dén an ninh quc
gia, trat ty va an toan xa hoi, cling nhu
quyén va loi ich hop phap ciia céc t6 chic,
c4 nhan. Viét Nam 1am rd rang lut ndy
cung cap mot khudn kho phap 1y day da va
nghiém ngit dé cic co quan chirc ning c6
thé bao vé hiéu qua an ninh qudc gia, dong
tho1 ddm bao mdt khong gian mang an toan
cho nguoi dan, tao diéu kién thudn loi cho
cic doanh nghiép CNTT, vién thong va
Internet trong nudc va nudc ngoai hoat
dong kinh doanh tai Vi¢t Nam. Dai dién
Viét Nam luu y rang Diéu 10 ctia Lut An
ninh mang quy dinh céac diéu kién ap dung




that belonged to the state agency in the area of
critical national security and of confidential
nature. She explained further that that article
did not apply to systems that were not national
security critical information systems, including
information systems of domestic private sector
and of enterprises from other countries
investing in Viet Nam. In order for the Decree
to guide implementation of the cyber security
law, Viet Nam had already published the draft
to enable all individual, organization and
domestic and foreign enterprises to assess and
give comments. Finally, Viet Nam had taken
into consideration all the comments and had
worked with foreign representative
organizations and enterprises for continued
improvement of the draft. The draft decree was
expected to be finalized and submitted to the
government at the end of March 2019.

d6i voi hé thong thong tin quan trong vé an
ninh qudc gia va néu rd rang cac hé thong
thong tin nay thudc co quan nha nudc,
trong cac linh vuc lién quan dén an ninh
quoc gia va mang tinh chat bi mat. Ba giai
thich thém rang diéu khoan nay khong ap
dung d6i véi cac hé thong khong thudc loai
hé thong thong tin quan trong vé an ninh
qudc gia, bao gdm ca hé théng thong tin cuia
khu vuc tu nhan trong nudc va cia céc
doanh nghiép nudc ngoai dau tu tai Viét
Nam. Bé nghi dinh c6 thé hudéng dan thuc
hién Luat An ninh mang, Viét Nam da cong
bd du thao nhidm cho phép moi ca nhan, to
chtrc va doanh nghiép trong va ngoai nudc
c6 thé xem xét va dong gop y kién. Cudi
cung, Viét Nam di xem xét cac y kién dong
g6p va di 1am viéc voi cac t chie dai dién
nudc ngoadi va doanh nghiép dé tiép tuc
hoan thién du thdo. Dy thao nghi dinh du
kién s& duoc hoan thién va trinh Chinh phu
vao cudi thang 3 nam 2019.

Phién

Phién hop Uy ban Thang 11/2018

Tiéng Viét

Nhat Ban

The representative of Japan expressed concern
with Viet Nam's Cybersecurity Law, which had
entered into force in June 2018. This measure
included provisions which could hinder free
flow of information and participation of foreign
companies in the Vietnamese market. Japan
continued to request the details of the
"cybersecurity condition” under the draft law

Dai dién ctia Nhat Ban bay té quan ngai dbi
v61 Luat An ninh mang ctia Viét Nam, von
da c6 hiéu lyc tir thang 6 nam 2018. Bién
phap nay bao gém cac quy dinh co thé can
tré dong chay thong tin tu do cling nhu sy
tham gia cua cac cong ty nudc ngoai vao
thi truong Viét Nam. Nhat Ban tiép tuc dé
nghi 1am 6 khai niém “diéu kién an ninh




and clearance of procedures. Japan recognized
that the draft enforcement regulations had been
subject to formal public comment since the
beginning of November 2018. Japan requested
Viet Nam to notify the enforcement regulations
and consider comments from Members. Japan
also requested that Viet Nam implement the
law in a transparent manner not more trade-
restrictive than necessary.

mang” trong du thao luat cling nhu quy
trinh xét duyét lién quan. Nhat Ban ghi
nhén rang cac quy dinh thi hanh du thao d3
duoc dua ra tham van cong khai chinh thic
ké tir dau thang 11 nam 2018. Nhat Ban dé
nghi Viét Nam thong bao cac quy dinh thi
hanh nay 1én Uy ban TBT va xem xét cac y
kién dong gop tir cac Thanh vién. Nhat Ban
cling dé nghi Viét Nam thyuc hién luat mot
cach minh bach va khong gy han ché
thuong mai qué murc can thiét.

Hoa Ky

The representative of the United States said
that, while Viet Nam's Law on Cybersecurity
already passed in the National Assembly on 12
June 2018, the publication of the final law was
still pending. She expressed her delegation's
appreciation for Viet Nam's 8 November 2018
response to the US's concerns related to
national cyberspace infrastructure, and the
prohibited content in information systems. The
US was still not sure, however, of how the
definition of national cyberspace infrastructure
aligned with international standards, since this
definition appeared to be Viet Nam-specific.
The US requested the final Viet Nam law be
notified to the TBT Committee, and that any
implementing regulations also be notified
while comments could still be taken into
account. The US remained concerned that this
Law was overly trade-restrictive. The US
therefore continued to encourage Viet Nam to
consider a  risk-based  approach to

Dai dién cua Hoa Ky cho biét, mac du Luat
An ninh mang cua Viét Nam da duoc Qudc
hoi thong qua vao ngay 12 thang 6 nam
2018, viéc cong bd vin ban cubi cing cua
luat van dang cho thuc hién. Ba bay t6 su
cam kich trude phan hdi cia Viét Nam vao
ngay 8 thang 11 nam 2018 d6i voi cac mbi
quan ngai cua Hoa Ky lién quan dén co so
ha tang khong gian mang quoc gia va cac
ndi dung bi cam trong hé thdng thong tin.
Tuy nhién, Hoa Ky van chua r6 dinh nghia

8 "co s& ha ting khong gian mang qudc
gla cua Viét Nam c6 phu hop véi cac tiéu
chuén qudc té hay khong, vi dinh nghia nay
c6 vé mang tinh ddc thu riéng cua Viét
Nam. Hoa Ky dé nghi Viét Nam thong bao
van ban cudi cung cia Luat 1én Uy ban
TBT, dong thoi théng bao ca cac quy dinh
huéng dan thi hanh trong khi van con cé
thé tiép nhan y kién dong gop. Hoa Ky tiép
tuc bay to lo ngai rang Ludt nay cé thé




cybersecurity, i.e. an approach that would draw
from industry best practices, widely accepted
definitions, and international standards. The
US also requested Viet Nam to consider the
Common Criteria Recognition Arrangement
(CCRA) certification process when preparing
implementing measures for its Cybersecurity
Law.

mang tinh han ché thuong mai qua muc. Do
do, Hoa Ky tiép tuc khuyén khich Viét
Nam can nhic ap dung phuong phap tiép
can an ninh mang duya trén rui ro — ttc 1a
phuong phap dua trén cac thong 16 tot nht
trong nganh, cac dinh nghia duogc cong
nhan rong rai, va cac tiéu chuan quéc té.
Hoa Ky ciing & nghi Viét Nam xem xét
quy trinh ching nhin theo Thoéa thuin
Cong nhan Tiéu chi Chung (Common
Criteria Recognition Arrangement -
CCRA) khi xay dung cac bién phap thyc thi
cho Ludt An ninh mang.

The representative of Australia said that his
delegation shared other Members' concerns
with a number of concepts in Viet Nam's Law
on Cybersecurity. Australia and other Members
had provided feedback on Viet Nam's draft
Decree implementing this new law, noting
interest in seeing a law that would support
increased participation in global e-commerce,
and one that would enhance the business
environment in Viet Nam, including by being
transparent, clear and compliant with
international trade commitments. Australia also
questioned whether the requirements in the
measure were really necessary to meet Viet
Nam's  cybersecurity  objectives.  While
Australia shared the view that safeguarding
cybersecurity was a legitimate policy objective
of governments, it also had doubts as to
whether the current Vietnamese laws

Dai dién cua Australia cho biét phai doan
cua ho chia sé cac m01 quan ngai cua nhiéu
Thanh vién khac vé mot s6 khai niém trong
Luat An ninh mang cua Vi¢t Nam.
Australia cung cac Thanh vién khac da gop
v vé du thao Nghi dinh huéng dan thi hanh
luat moi nay, dong thoi bay to mong mudn
c6 mot luat hd tro tang cuong su tham gia
vao thuong mai dién tr toan cAu va cai
thién moi trudong kinh doanh tai Viét Nam,
trong d6 co tinh minh bach, 16 rang va tuan
thu cac cam két thuong mai qudc te
Australia ciing dat cau hoi liéu cac yéu cau
trong bién phap nay co thuc su can thiét dé
dat dugc cac muc tiéu an ninh mang cta
Viét Nam hay khong. Mdc du Australia
d@)ng y rﬁng bdo vé€ an ninh mang la mot
muc tiéu chinh sach chinh dang cua chinh
phu, ho cling nghi ngo liéu céc luat hién




represented the least trade-restrictive manner to
achieve that objective. Australia noted that it
would be important for stakeholders to have a
meaningful opportunity to comment on any
draft implementing decrees and strongly
encouraged Viet Nam to provide a public
consultation period. Australia would continue
to provide comments to Viet Nam on the
evolving draft Decree, and thanked Viet Nam
for its engagement on this matter.

hanh ctia Viét Nam c6 phai 1a cach han ché
thuong mai it nhét dé dat duge muc tiéu do
hay khong. Australia nhin manh rang s& rat
quan trong dé cac bén lién quan c6 co hoi
thue sy dé dong gop v kién vé bat ky du
thao nghi dinh huéng dan thi hanh nao va
khuyén khich manh mé& Viét Nam t6 chirc
tham van cong khai. Australia s& tiép tuc
cung cap y kién dong gop cho Viét Nam vé
du thao nghi dinh dang dugc hoan thién va
cam on Vi¢t Nam da tich cuc tham gia trao
d6i vé van dé nay.

Lién mjnh
chau Au

The representative of European Union shared
Members' concerns on the potential for the
Vietnamese Cybersecurity Law to create
unnecessary barriers to trade. Th law which
would be applied from 1 January 2019 had not
been notified to the WTO. The EU was
concerned with its vague terminology and
broad scope, including, for instance, data
localisation and local office requirements.
According to recent information, an
implementing Decree, expected to take effect
from 1 January 2019, detailing certain articles
of the Cybersecurity Law had been drafted and
was under consultation. This Decree included
provisions on the verification, assessment,
auditing, and monitoring of information
systems critical to national security. The EU
thus requested Viet Nam to notify this Decree
so to allow Members to analyse it in depth,
allow reasonable time comments and for any

Pai dién Lién minh chau Au (EU) chia sé
nhimng lo ngai ctia cac Thanh vién vé kha
nang Luat An ninh mang cua Viét Nam tao
ra nhiing rao can khong can thiét d6i voi
thuong mai. Luat nay s€ c6 hi¢u luc tir ngay
1 thang 1 ndm 2019 nhung chua dugc
thong bao cho WTO. EU quan ngai vé céac
thuat ngtt mo ho va pham vi ap dung rong
cua luat, bao gom vi du nhu, yéu cau luu
trit dit liéu tai chd va phai c6 vin phong dai
dién tai dia phuong.

Theo thong tin gan day, mot Nghi dinh
hudng dan thi hanh, dy kién c6 hiéu lyc tir
ngay 1 thang 1 nam 2019, chi tiét mot sd
diéu ctia Luat An ninh mang da duoc soan
thao va dang trong qua trinh lay y klen
Nghi dinh nay bao gém cac quy dinh vé
viéc kiém tra, danh gia, kiém toan va giam
sat cac h¢ thong thong tin quan trong d6i
v6i an ninh qudc gia. Do d6, EU dé nghi




eventual comments to be taken into
consideration. Viet Nam should also allow for
a reasonable interval of time between the
publication and the enforcement of adopted
measures. The EU therefore invited Viet Nam
to provide updated information on any plans to
take into consideration comments from
interested parties, including industry and
stakeholders, in the preparation of the draft
decree, as well as on the time-frame for its
adoption. Some indications on the potential
development of further implementing measures
for the Cybersecurity Law would also be
appreciated. The EU also encouraged Viet Nam
to develop and implement the Cybersecurity
Law, as well as any further implementing
measures, in full respect of WTO principles,
such as non-discrimination and proportionality,
and to take into consideration available
international standards and best practices.

Viét Nam thong bao Nghi dinh nay dé cac
Thanh vién c6 thé phén tich sau, c6 thoi
gian hop 1y dé dong gop ¥ kién va dé cac y
kién d6 dugc xem xét. Viét Nam ciing nén
cho phép c6 khoang thoi gian hop 1y gitra
viée cong bd va viée thi hanh cac bién phap
da duoc thong qua. EU moi Viét Nam cung
cap thong tin cap nhat vé ké hoach xem xét
cac y kién dong gop tir cac bén quan tam,
bao gom cac doanh nghiép va cac bén lién
quan, trong qua trinh chuan bi du thao nghi
dinh, ciing nhu vé thoi gian du kién ban
hanh nghi dinh. Ngoai ra, EU ciing mong
mudn dugc biét vé kha ning phat trién
thém cac bién phap thuc thi khac cho Luat
An ninh mang. EU ciing khuyén khich Viét
Nam phat trién va thuc thi Luat An ninh
mang cung cac bién phap thuc thi lién quan
mot cach ddy du, ton trong cic nguyén tic
cia WTO nhu khong phéan biét d6i xtr va
tinh twong xung, déng thoi can nhéc cac
tiéu chuan qudc té va cac thong 18 t6t nhit
hién co.

Canada

The representative of Canada said that his
delegation continued to support the views
expressed by other Members on this matter.
Canada also asked Viet Nam to notify the final
measures to the TBT Committee.

Pai dién Canada cho biét phai doan cua 6ng
tiép tuc ung ho cac y kién ma cac Thanh
vién khac d3 néu vé van dé nay. Canada
cling dé nghi Viét Nam théng bao cac bién
phap cudi cung téi Uy ban TBT.

Viét Nam

The representative of Viet Nam said that the
provision regulating cybersecurity conditions
in Cybersecurity Law did not apply to those

Pai dién Viét Nam cho biét quy dinh vé
diéu kién an toan théng tin mang trong Luat
An toan thong tin mang khdng &p dung doi




information systems which were not critical
information systems related to national
security. In this law, no provision could hinder
participation of foreign companies in Viet
Nam's market. The requirement of
cybersecurity conditions under this law applied
to critical information system of national
security which mainly belonged to government
agencies. The storing of personal data would
not obstruct data flow and would not hinder
participation of foreign companies in Viet
Nam's market. The term "National Cyberspace
Infrastructure” was defined by Viet Nam's
competent authorities in accordance with
practical application of science technology and
information technology in Viet Nam without
impacting and creating burden for enterprises.
Viet Nam's laws prevented the dissemination of
defamatory information and could cause
economy management disturbance, social
disorder and jeopardize national security. All
the companies shall follow local regulations
that were prepared, adopted and applied to
fulfil the legitimate objective of national
security requirements. Viet Nam welcomed all
comments from foreign representatives,
agencies and companies during the
development of an instructive document for the
Cybersecurity Law.

Vi cac hé thong thdng tin khong phai 1a hé
thdng théng tin quan trong lién quan dén an
ninh qudc gia. Trong luat nay, khdng c6
quy dinh nao can tré su tham gia cua cac
cong ty nudc ngoai vao thi truong Viét
Nam. Y&u cau vé diéu kién an toan thong
tin mang theo luat nay chi ap dung cho h¢
thdng thdng tin quan trong vé an ninh quéc
gia, chu yéu thuoc vé cac co quan nha
nudc. Viée luu trit dir liéu ca nhan sé khong
can trg luu chuyén dir liéu va khong gay tro
ngai cho sy tham gia cia cac cong ty nudc
ngoai vao thi truong Viét Nam. Thuat ngur
“Co s& ha tang khéng gian mang quéc gia”
duoc cac co quan co tham quyén cua Viét
Nam dinh nghia phu hgp véi tng dung thuc
tién cua khoa hoc cong nghé va cong nghé
thong tin tai Viét Nam, khong anh hudng
va khéng gay ganh nang cho cac doanh
nghi¢p. Cac quy dinh cua Viét Nam ngan
chan viéc phét tan thdng tin bdi nho, c6 thé
gay rdi loan quan ly kinh té, mat trat tu x&
hoi va nguy hai an ninh quéc gia. Tat ca cac
cbng ty phai tudn tha cac quy dinh dia
phuong dugc xdy dung, ban hanh va ap
dung nham thuc hién muc tiéu hop phép vé
yéu cau an ninh qudc gia. Viét Nam hoan
nghénh moi y kién dong gop tir cac dai dién
nudc ngoai, cac co quan va doanh nghiép
trong qué trinh xay dung van ban hudng
dan thyc hién Luat An toan thdng tin mang.




Phién

Phién hep Uy ban Thang 6/2018

Tiéng Viét

Nhat Ban

The representative of Japan expressed its
concern and strong interest and recognized that
Viet Nam had revised the draft law, but that the
revised draft law still included wvarious
provisions which could hinder participation of
foreign companies in the Viethamese market.
He said his delegation was aware that the
Vietnamese government would provide the
details of the "cybersecurity condition" under
the draft law. At the previous meeting, Japan
had requested Viet Nam to clarify its
requirement and procedures and not to hinder
participation of foreign companies in the
Vietnamese market, to which Viet Nam had
replied that Members' comments would be
conveyed to the relevant authorities for
responses. Japan recognized that the Viet Nam
National ~Assembly had passed the
Cybersecurity Law on 12 June and enquired
whether other Members' concerns had been
taken into account in the final draft. Japan
requested Viet Nam to consider the comments
from Japan and other Members, and to
implement the law in a transparent manner to
avoid it being more trade-restrictive than
necessary.

Dbai dién Nhat Ban bay to lo ngai va quan
tdm sau sic, dong thoi ghi nhan rang Viét
Nam da chinh stra du thao luat, nhung du
thao sira ddi van bao gém nhiéu diéu khoan
c6 thé gay can trg su tham gia cua cac cong
ty nudc ngoai vao thi trwong Viét Nam.
Ong cho biét phai doan Nhat Ban biét rang
Chinh phu Viét Nam sé& cung cap chi tiét vé
“diéu kién an ninh mang” theo du thao luat.
Tai cudc hop trude, Nhat Ban da yéu cau
Viét Nam 1am rd céc yéu cau va thu tuc nay
nham khdng gay can trg cho su tham gia
cua cac cong ty nudc ngoai vao thi truong
Viét Nam, va Viét Nam da tra 10i rang céc
y kién cua thanh vién s& duoc chuyén toi
cac co quan c6 tham quyén dé phan hoi.
Nhat Ban nhan thay rang Qudc hoi Viét
Nam da thong qua Luat An ninh mang vao
ngay 12 thang 6 va hoi liéu cac méi quan
ngai cua cac thanh vién khac da duogc xem
xét trong duy thao cudi cung hay chwa. Nhat
Ban dé nghi Viét Nam can nhac céc y kién
cuia Nhat Ban va céc thanh vién khac, dong
thoi thuc thi luat mot cach minh bach dé
tranh luat tré nén han ché thuong mai qué
muc can thiét.

Hoa Ky

The representative of the United States
expressed deep concern with the draft law and
disappointment that Viet Nam had failed to
notify it formally to the WTO with a comment

Pai dién Hoa Ky bay to mdi quan ngai sau
sic vé du thao luat va that vong vi Viét
Nam da khong thong bao chinh thure cho
WTO vé du thao ndy kém theo thoi gian lay




period while still in draft form. Viet Nam was
therefore urged to immediately notify the law
and any draft implementing measures and to
work with US and other stakeholders to resolve
concerns with the law. Her delegation
encouraged Viet Nam to consider a risk-based
approach to cybersecurity drawing from
industry best practices, widely accepted
definitions, and international standards. Viet
Nam was also requested to consider the
Common Criteria Recognition Arrangement
(CCRA) certification process when preparing
implementing measures for the law.

¥ kién trong khi luat van con ¢ dang du
thdo. Do do, Viét Nam duoc thuc giuc ngay
1ap tirc thong bao vé luat va bat ky vin ban
huéng dan thi hanh nao, ddng thoi phdi hop
v6i Hoa Ky va cac bén lién quan khac dé
giai quyét cac mdi quan ngai lién quan dén
luat. Phai doan Hoa Ky khuyén khich Viét
Nam xem xét ap dung phuong phap tiép
can dua trén rai ro trong an ninh mang, dua
trén cac thuc tién t6t nhat cua nganh, cac
dinh nghia duoc chip nhan rong rdi va cac
tiéu chudn qudc té. Viét Nam ciing duoc dé
nghi xem xét quy trinh chiing nhan theo
Thoéa thudn cong nhén ti€u chi chung
(Common Criteria Recognition
Arrangement - CCRA) khi chudn bi cac
bié€n phép thi hanh cho luit nay.

Canada

The representative of Canada supported the
comments of other delegations and continued
to follow the measure with interest.

Pai dién Canada ung ho céc y kién cua cac
phai doan khac va tiép tuc theo doi bién
phap nay vai sy quan tam.

Lién mjnh
chau Au

The representative of the European Union said
that her delegation shared Members' concerns
with the potential of the Vietnamese draft
Cybersecurity law to create unnecessary
barriers to trade. She noted that according to the
latest available information, the law had been
adopted by the Vietnamese National Assembly
on 12 June 2018 and asked Viet Nam to
confirm this and to provide any additional
information on the following steps regarding
the law as well as any plans for the

Pai dién Lién minh chau Au cho biét phai
doan ba chia sé nhitng quan ngai cua cac
Thanh vién vé kha ning dy thao Luat An
ninh mang cua Viét Nam c6 thé tao ra cac
rao can khong can thiét ddi voi thwong mai.
Ba luu ¥ rang theo thong tin méi nhat c6
duoc, luat nay di dugc Qudc hoi Viét Nam
thong qua vao ngay 12 thang 6 nam 2018
va dé& nghi Viét Nam xac nhan diéu nay
cling nhu cung cap thém théng tin vé cac
budc tiép theo lién quan dén luat, ciing nhu




development of implementing measures, in
particular concerning cybersecurity
verification. She reiterated the statement made
by her delegation in the previous meeting
concerning the need for Viet Nam to notify this
measure under Article 2.9 of the TBT
Agreement.*

*G/TBT/M/74, para. 2.262 and statement
circulated in full in G/TBT/W/520.

bat ky ké hoach phét trién cac bién phap
trién khai, dic biét 1a lién quan dén viéc xac
minh an ninh mang. Ba nhic lai tuyén b
ctia phai doan minh tai cudc hop trudc vé
viéc can thiét dé Viét Nam théng béo bién
phap nay theo Diéu 2.9 cua Hiép dinh
TBT.*

*G/TBT/M/74, doan 2.262 va tuyén bo
duoc pho bién day du trong G/TBT/W/520.

Viét Nam

The representative of Viet Nam thanked
delegations for their comments and confirmed
that the draft Cybersecurity law had been
adopted by Viet Nam National Assembly on 12
June 2018. She stressed that the legitimate
objective of this measure was to protect
national security. Furthermore, the requirement
of cybersecurity conditions under this measure
applied to important information system of
national security, which mainly belonged to
governmental agencies. She said that her
delegation had taken note of all the comments
and concerns raised by Members, and would
duly relay them to relevant authorities for
further consideration and response.

Dbai dién Viét Nam cam on cac phai doan
da dua ra y kién va xéac nhan rang du thao
Luat An ninh mang da duoc Quéc hoi Viét
Nam théng qua vao ngay 12 thang 6 nam
2018. Ba nhan manh muc tiéu hop phép cua
bién phap nay la nham bao v¢ an ninh qudc
gia. Hon nita, yéu cau vé diéu kién an ninh
mang theo bién phap nay ap dung cho cac
hé thong thdng tin quan trong vé an ninh
qudc gia, cha yéu thudc sé hiru cia cc co
quan chinh phi.. Ba cho biét phai doan Viét
Nam da ghi nhan tat ca cac y kién va méi
quan ngai do cac Thanh vién dua ra, va s&
chuyen nhing y kién nay dén cac co quan
c6 tham quyén dé xem xét va phan hoi phi
hop.

Phién

Phién hep Uy ban Thang 3/2018

Tiéng Viét

Nhat Ban

The representative of Japan expressed concern
and strong interest with regard to Viet Nam's
draft Cybersecurity Law. Japan recognized that
Viet Nam had revised the draft law, but it still

Dbai dién Nhat Ban bay t6 lo ngai va quan
tdm sau sic lién quan dén du thao Luat An
ninh mang cua Viét Nam. Nhat Ban ghi
nhan rang Viét Nam d3 sta d6i du thao




included various provisions, which could
hinder participation of foreign companies in the
Vietnamese market. Japan asked that Viet Nam
implement the measure in line with the TBT
Agreement. Regarding the term "cybersecurity
condition”, Japan was aware that the
Vietnamese government would provide the
definition of the "cybersecurity condition™
under Article 13 of the draft law. Japan
requested that Viet Nam clarify its
requirements and procedures and avoid
hindering participation of foreign companies in
the Vietnamese market. Japan called on Viet
Nam to consider comments from Japan and
other Members and implement the draft law in
a transparent manner to avoid it being more
trade-restrictive than necessary.

luat, nhung du thao van bao gom mot sb
quy dinh c6 thé gay can tro sy tham gia caa
cac cong ty nudc ngoai vao thi truong Viét
Nam. Nhat Ban yéu cau Viét Nam thuc thi
bién phap nay phu hop véi Hiép dinh TBT.
Vé thuat ngir “diéu kién an ninh mang”,
Nhat Ban duoc biét Chinh phu Viét Nam sé&
cung cap dinh nghia cho thuét ngi nay theo
Diéu 13 cua du thao luat. Nhat Ban dé nghi
Viét Nam 1am r6 cac yéu cau va tha tuc lién
quan, ddng thoi tranh gay can trg sy tham
gia cua cac cong ty nudc ngoai tai thi
trrong Viét Nam. Nhat Ban kéu goi Viét
Nam xem xét c4c y kién tir phia Nhat Ban
va cac Thanh vién khac, cting nhu thuc hién
du thao luat mét cdch minh bach dé tranh
viéc luat tro nén han ché thuong mai hon
mic can thiét.

Hoa Ky

The representative of the United States
supported the comments made by Japan. The
US was encouraged by Viet Nam's willingness
to work with the US and other stakeholders to
resolve concerns with the Draft Law on
Cybersecurity. The US encouraged Vietnam, in
revising its draft law, to consider a risk-based
approach to cybersecurity drawing from global
cybersecurity industry best practices, widely
accepted  definitions, and international
standards. The US understood that Viet Nam
was working on the 15th version of the measure
and that it was looking at international
standards. While there were various conformity

Pai dién Hoa Ky ung ho cac y kién ma Nhat
Béan da dua ra. Hoa Ky hoan nghénh sy sin
sang hop tac cua Viét Nam véi Hoa Ky va
cac bén lién quan khac nham giai quyét
nhitng quan ngai lién quan dén Du thao
Luat An ninh mang. Hoa Ky khuyén khich
Viét Nam, trong qué trinh stra d6i du thao
luat, xem xét 4p dung phuong phap tiép can
dua trén rui ro trong an ninh mang, dua trén
cac thyc tién t6t nhat cia nganh cong
nghiép an ninh mang toan cau, cac dinh
nghia duoc chap nhan rong rai va cac tiéu
chuan qudc té. Hoa Ky hiéu rang Viét Nam
dang lam vi¢c trén phién ban tht 15 cua




assessment schemes, the most important was
the Common Criteria Recognition
Arrangement (CCRA), which covered the
protection of cybersecurity. The US requested
that Viet Nam consider CCRA when revising
the latest draft of the measure. By taking into
account international best practices for
cybersecurity and international conformity
assessment schemes, Viet Nam would be able
to further improve its business climate and gain
the confidence of US ICT manufacturers. The
US hoped that the comments they had
submitted on the 15th version of the draft
would be reflected in future drafts. The US also
looked forward to the formal notification and
comment period for the draft law and asked
Viet Nam to include any implementing
measures, as the law covered many different
areas.

bién phap nay va dang tham khao cac tiéu
chuan quédc té. Mic du cd nhiéu chuong
trinh danh gia sy phu hop khac nhau, nhung
quan trong nhat 1a Thoa thuan Céng nhan
Tiéu chuan Chung (Common Criteria
Recognition Arrangement — CCRA), vén
bao trum viéc bao vé an ninh mang. Hoa
Ky dé nghi Viét Nam xem xét CCRA khi
stra d6i ban dy thao méi nhat caa bién phéap
nay. Bang céch tiép nhan céc thyc tién tét
nhat quéc té vé an ninh mang va cac
chuong trinh danh gia sy phi hop quéc té,
Viét Nam sé& cd thé cai thién hon nira moi
troeong kinh doanh va tao duoc Su tin tudng
cua cac nha san xuat CNTT cua Hoa Ky.
Hoa Ky hy vong rang cac y Kién da gui vé
phién ban thir 15 cua dy thao sé dugc phan
anh trong cac ban du thao tuong lai. Hoa
Ky ciing mong doi viéc thdng bdo chinh
thire va giai doan lay y kién vé du thao luat,
d6ng thoi dé nghi Viét Nam bao gém ca cac
bién phap thuc thi kém theo, vi luat bao phu
nhiéu linh vuc khac nhau.

Lién mjnh
chau Au

The representative of the European Union
continued to raise concerns regarding Viet
Nam's cybersecurity measures. The full

statement is contained in G/TBT/W/520
(below).
1. The European Union shares Japan's

concerns relative to the potential of the
Vietnamese draft Cyber Security law to create

Pai dién Lién minh chau Au tiép tuc bay to
quan ngai vé cac bién phap an ninh mang
cua Viét Nam. Toan vin tuyén bb dugc ghi
trong tai licu G/TBT/W/520 (dudi day).

1. Lién minh chau Au chia sé cac quan ngai
cua Nhat Ban lién quan dén kha ning du
thao Luat An ninh mang cua Viét Nam tao
ra c4c rao can thuong mai khong can thiét.




unnecessary barriers to trade. The European
Union kindly requests that, for transparency
purposes and as set out in Article 2.9 of the
TBT Agreement, Vietnam notifies this draft
law to the WTO via the TBT notification
system and provides updated information on
the time frame for its adoption, as well as on
any plans for the development of implementing
measures.

2. In accordance with Article 2.9.4 of the TBT
Agreement, reasonable time should be allowed,
so that eventual comments by Members can be
taken into consideration. As foreseen in Article
2.12 of the TBT Agreement, Vietnam should
allow for a reasonable interval of time between
the publication and the enforcement of adopted
measures, in order to allow time for producers
in exporting Members to adapt their products or
methods of production to Vietnamese
requirements.

3. The European Union encourages Vietnam to
develop and implement the Cyber Security law
in full respect of WTO principles and in
particular on the basis of available international
standards and best practices.

Lién minh chau Au kinh dé nghi Viét Nam,
Vi muc dich minh bach va theo quy dinh tai
Diéu 2.9 cua Hiép dinh TBT, thong béo du
thao luat nay cho WTO théng qua hé théng
thong bao TBT, dong thoi cung cip thong
tin cap nhat vé thoi gian du kién ban hanh
cling nhu bat ky ké hoach nao cho viéc xay
dung cac bién phéap thuc thi.

2. Theo Piéu 2.9.4 cua Hiép dinh TBT, can
danh du thoi gian hop 1y dé céc y kién dong
gop cua cac Thanh vién co thé dugc xem
xét. Nhu dugce quy dinh tai Biéu 2.12 cua
Hiép dinh TBT, Viét Nam nén cho phép
khoang thoi gian hop Iy gitra viéc cong bd
va thuc thi cac bién phap da dugc théng
qua, nham tao diéu kién cho cac nha san
Xuat tai cac nudc xuat khau cé thoi gian
diéu chinh san pham hozc phuong thirc san
xuat phi hop véi yéu cau caa Viét Nam.

3. Lién minh chau Au khuyén khich Viét
Nam phat trién va thyuc thi Luat An ninh
mang véi day du su tén trong cac nguyén
tic cua WTO, dac biét dua trén cac tiéu
chuan quéc té sin c6 va céc thyc tién tot
nhat.

Viét Nam

The representative of Viet Nam thanked
delegations for their interest in and concerns
with respect to the draft Cybersecurity Law and
also thanked the US for the bilateral meeting.
Viet Nam's TBT office was in the process of

Pai dién Viét Nam cam on cac doan dai
biéu di quan tdm va bay t6 nhiing lo ngai
lién quan dén du thao Luat An ninh mang,
d6ng thoi cam on phia Hoa Ky vé cudc hop
song phuong. Van phong TBT cua Viét




coordinating with relevant agencies to notify
the draft Cybersecurity Law to the WTO. In the
meantime, the delegation of Viet Nam had
taken note of all the comments and concerns
raised by Members, and would duly relay them
to relevant authorities for further consideration
and responses.

Nam dang phdi hop véi cac co quan lién
quan dé thong bao du thao Luit An ninh
mang téi WTO. Trong khi cho doi, doan
dai biéu Viét Nam da ghi nhan tit ca cac y
kién va quan ngai do cac Thanh vién néu
ra, va s& chuyén nhiing ¥ kién nay dén cac
co quan co tham quyén dé xem xét va phan
hoi.

Phién

Phién hop Uy ban Thang 11/2017

Tiéng Viét

Nhat Ban

The representative of Japan expressed concern
and strong interest with regard to Viet Nam's
draft Cybersecurity Law, stating that it
included various provisions which could hinder
the participation of foreign companies in the
Vietnamese market. Japan therefore asked Viet
Nam to implement the measure in line with the
TBT Agreement, in particular regarding the
following points. For "national standards™ and
"national technical regulations" on
cybersecurity, she said that if these standards
and conformity assessment procedures were
not based on international standards, or if they
imposed an excessive burden on industries, the
draft law might not comply with the TBT
Agreement. Japan asked Viet Nam to consider
its concerns, and those of other Members, and
to implement the draft law in a transparent
manner to avoid it being more trade-restrictive
than necessary.

bai dién Nhat Ban bay to mdi quan ngai
SAU SAC VA Sy quan tam dic biét ddi véi du
thao Luat An ninh mang cua Viét Nam, cho
rang du thao bao gom nhiéu diéu khoan c6
thé gay tré ngai cho su tham gia cua céc
cdng ty nudc ngoai vao thi truong Viét
Nam. Vi vay, Nhat Ban dé nghi Viét Nam
thyc thi bién phap nay phu hop véi Hiép
dinh TBT, dac biét lién quan den cac dlem
sau day. Di véi “tiu chuan quoc gia”
“quy chuan ky thuat qudc gia” vé an nlnh
mang, néu cac tiéu chuan va quy trinh danh
gia su phu hop nay khong dya trén cac tiéu
chuan quéc té, hoac néu chung gay ganh
nang qua muc cho nganh cong nghiép, du
thao luat c6 thé khong tuan tha Hiép dinh
TBT. Nhat Ban dé nghi Viét Nam xem xét
c4c méi quan ngai cia minh ciing nhu cua
cac Thanh vién khac, va thuc thi du thao
luat mdt cach minh bach dé tranh viéc luat
tro nén han ché thuong mai hon mic can
thiet.




Hoa Ky The representative of the United States | Pai dién Hoa Ky ung ho nhitng y kién cua
supported Japan's comments. phia Nhat Ban.
New Zealand | The representative of New Zealand supported | Pai dién New Zealand ung ho nhitng y kién
Japan's comments. cua phia Nhat Ban.
Viét Nam | The representative of Viet Nam indicated that | Dai dién Viét Nam cho biét rang cac ¥ kién

Japan's written comments on the measure had
been sent to the competent agencies in Viet
Nam. She invited interested Members to
engage in further discussions with her
delegation.

bang vin ban cta Nhat Ban vé bién phap
nay di duogc gui dén cac co quan c6 thim
quyén tai Viét Nam. Ba moi cac thanh vién
quan tdm tiép tuc trao doi, thao luan véi
doan dai biéu Viét Nam.




